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Abstract

DynamiclInstruction Steam Editing (DISE) is a cooperatie software-hardwre schemefor efficiently adding
meta-featues—e.g., safety/securitghecking profiling, anddynamiccodedecompression—tan application.DISE
implementsmeta-featuredy providing a programmablerocessodecoderthat macro-&pandscertaininstructions
into parameterizeéhstructionsequenceslhetechniquds similarin spirit to programmablenicrocodeandexploits
themacro-&pansion-stylalecodingechnologyalreadypresenin mary of today’s processors.

DISE is a single facility that unifiesthe implementationof a large classof meta-featurepreviously requiring
either special-purposéardware widgetsor software-onlytools like binary rewriters. Meta-featuresmplemented
via DISE requireno new hardware widgetsand avoid mary of the costsof binary rewriting, primarily staticcode
bloatandthefixed overheadf the rewriting processtself. Thedynamiccharacteof DISE makesit appropriateor
meta-featurewith fine grainintermittentusagepatternge.g., sampledprofiling) aswell asapplicationshathave no
naturalsoftwareimplementationge.g., dynamiccodedecompression).

In this paper we introduceDISE andshav how it canbe usedto formulatethreemeta-featurespathprofiling,
memoryfaultisolation,anddynamiccodedecompressionWe find DISE to be general powverful, andefficient. We
describeaherequirementsf a DISEimplementatiorandshav oneparticulardesign.We alsodiscusgheimplications
of DISE on all facetsof a system.Using cycle-level simulationwe shav that DISE-implementedneta-featurebave
competitve raw performanceanda profitabledynamiccoststructure.

1 Intr oduction

Today's systemsemploy a wide array of techniqueghat can broadly be termedapplication meta-featues Meta-
featuresare addedto a principal applicationto enhancédts valuein someway, e.g., ensureits safety improve its
reliability, or reduceits executionlateng. Meta-featuresre usedfor diversepurposesandin mary computingen-
vironments.Examplesnclude safetychecking(mobile code),profiling to identify optimizationopportunitieghigh-
performancerocessorsgnddecompressiofcost-consciousmbeddegbrocessors).

Dueto their high utility in mary domains,considerableesearcteffort hasbeendevotedto implementingmeta-
featuresn bothhardwareandsoftware.Hardwareapproachegypically implementmeta-featuressingdedicateqpo-
tentially programmablepipelinestageswhile softwareapproacheembedneta-featuresito theprincipalapplication
itself in theform of additionalinstructions.Thehardwareandsoftwareapproachebave complementargtrengthsand
weaknessesHardware implementationsgxact no overheadon the principal application,but are functionally rigid.
Even programmabledesignsare restrictedby the numberof stagesallocatedto the function, their positionin the
pipeline,andthekindsof basicoperationgachcanperform. Softwareimplementationgrefunctionallyrich but have
a fixed, high coststructure.The additionalinstructionsbloat both the staticinstructionworking setandthe dynamic
instructioncount,reducingthe effective instructioncachesizeandpipelinethroughputrespectiely. Furthermorethe
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rewriting processtself exactsa fixed costthat constrainghe granularityat which binary rewriting canbe effectively
used.Certainmeta-features.g., dynamiccodedecompressiohave no naturalefficient softwareimplementations.

We proposea new cooperatie software-hardwareapproacho implementingmeta-featurespnethathastherich
functionality of software approacheswithout the high andfixed costsof insertingthoseinstructionsinto the static
executable Our approactis to formulatemeta-featureasdynamicinstructionstreamtransformationsMeta-features
are programmeddy specifyinga setof rulesor “macros” for replacinginstructionsthat obey certaincriteria with
parameterizethstructionsequencesThe processos decoderxecuteshe specificatioron the principal application,
feedingthe executionengineaninstructionstreamthatincludesmeta-featureode.Insertingmeta-featureodeat the
decodestageis key. Pre-executecodeinsertionenablesmeta-featureshat modify the principal application,not just
obsene. Post-fetchcodeinsertionsidestepshe coststhatresultfrom insertingmeta-featurecodeinto the principal
applications staticbinaryfirst.

Decodetbasedmacro-epansions usedin virtually all IA-32 compatibleprocessorso dynamicallycorverteach
IA-32 CISCinstructionto oneor moreinternalRISC primitives[15, 10, 14, 13]. We co-optthistechnologyfor meta-
featureimplementationby making the macro-epansionrules programmable.We call this form of programmable
decodingDISE (Dynamiclnstruction SteamEditing). Like hardware meta-featurémplementationsPISE allows
meta-feature$o evolve asthe programruns,andhasno costassociateavith transformingthe principal application
binary Like software-onlyapproachesDISE is generaland enablesflexible processoresourceallocation—meta-
featuresandprincipal applicationssharethe sameexecutionresourcesallowing the latter to useall resourcesvhen
meta-featurearenotemployed. In this paperwe introduceDISE, describea sampleimplementationanddiscusghe
implicationsof programmable@lecodingon meta-featurgortability andsystemsecurity

DISE is a singlefacility that unifiesthe implementatiorof a large classof meta-featuresAlthough instruction-
level macro-&pansionis bestsuitedfor implementinglocal (i.e., peephole}fransformationsmary interestingmeta-
features—includingall the oneslisted abosre—canbe formulatedas such. We shav DISE formulationsfor path
profiling, memoryfaultisolation,anddynamiccodedecompressiorCycle-level simulationof the SPEC2000nteger
benchmarkshownsthatthe DISE-implementedneta-featurebave advantage®ver bothhardwareandsoftwarecoun-
terparts.DISE memoryfaultisolationandpathprofiling exactlessperformanceverheacdn the principalapplication
thanthe correspondingoftware-onlyimplementationge.g., binary rewriting), andthis is without accountingor the
initial costof thetransformatiorprocesstself. DISE’s ability to toggle meta-featurdunctionality at fine granularity
is alsousefulfor applications|ik e sampledpath-profiling,which have intermittentusagepatternsgn dynamicsettings.
DISE-basedodecompression/decompressigesultsin significantcompressiofiactorsandimprovedperformance.

Theremaindeof this paperis organizedasfollows. The next sectionsummarizeselatedwork. Section3 presents
and discussedDISE and a samplecompartmentalizedmplementationrequiring only decoderchanges. Section4
demonstratethe utility of DISE via threeapplications:software-basedaultisolation,pathprofiling, anddecompres-
sion. Section5 presentsa performancesvaluation. The final sectioncontainsconclusionsand proposalsor future
work.

2 RelatedWork

Decoderbasedtranslation. Most recentlA-32 compatibleprocessor$l4, 13, 10] usethe decoderto dynamically
macro-&pandeachlA-32 CISCinstructioninto oneor moreinternalRISCoperationswith the Pentium413] caching
expandednstructions.DynamicinstructionFormatting(DIF) [23] proposesiot only to cachetranslatednstructions,
but scheduleheminto VLIW groupsfirst. Speculatre Decoding(SD) [18] is a recently proposedechniquethat
effectively implementsexecutiontime optimizationslike silent-storeelimination and load meming using alternate
macro-e&pansions.From a mechanicaktandpoint DISE is nearlyidenticalto thesedecoders/translatorsdowever,

thelatterarecompletelyinaccessibleo software,andcapableonly of changing/optimizindnternalinstructionrepre-
sentationsnot addingfunctionality. DISE addsa software-programmablterfaceto the basicdecoding/&pansion
facility to enabletheimplementatiorof generalkapplicationmeta-features.

Hard ware implementations of meta-features. Early hardwareimplementation®f meta-featuresxploited pro-
grammablemicrocode[8, 24]. Initially usedto augmentthe ISA with application-specificcontrol for improving
datapathutilization, programmablemicrocodewas later co-optedfor implementingmeta-functionalitylike address
tracing[1]. Although microcoderemainsa viable option for implementingcomplex instructionsand programmable
microcodestorespersist(e.g., Intel’'s P6 supportsa limited mechanisnmfor patchingmicrocodeto fix bugsin the
field [16]), its currentusein processorss too sparseandirregular to effectively supportmeta-functionality DISE



implementsmeta-functionalityusing cornventionalinstructionswhich executeon existing datapathsunderexisting
hardwiredcontrol,enablingarichersetof meta-features.

Recentproposalsmplementmeta-featuressingdedicatedpotentiallyprogrammablepipelinestages Examples
include the profiling processof34], the instructionpath co-processo({ICOP) [9], which hasbeenappliedto both
profiling and trace construction/optimizationand the DIVA checler [2] which providesdetectionof transientand
designerrors. Theseprovide meta-functionalityat virtually no costto the principal application,but are quite inflex-
ible. In particular the dedicatedstagesare placedpostretirementto minimize their performancempactand thus
areinappropriatefor meta-featuresvhich mustinspectandpotentiallymodify programinstructionsbefore they exe-
cute.By transformingheinstructionstreanbeforeexecution,DISE supportsa different(potentiallybroader)lassof
meta-features.

In decodethaseddecompressiofl], a decoderinterpretstaggedinstructionsin a compressegbrincipal appli-
cation asdecompression-dictionaindicesand replaceshem by the correspondingentries. DISE generalizeghis
functionality by allowing parameterizedhterpretation(matching)and replacementf instructions,andthuscanbe
usedfor morethanjust compression.

SinceDISE dealswith meta-featurest haslittle relationshipto application-specifibiardwareincluding reconfig-
urablehardware.DISE reconfiguresheinstructionstreamnotthe hardware.

Instruction translation in software. Instructiontranslationand macro-&pansionhasalsobeenperformedin
software. Systemdike FX!32 [31], DAISY [12] and Transmeta Crusoedesign[19] usesoftwareto corvert one
ISA to anotheypotentiallycachingthetranslation.Systemdik e Dynamo[3] addoptimizationto thetranslationloop.
Meta-featuresnay be addedo a softwaretranslatobut addingthemdynamicallyto translationcodemay bedifficult,
andthe softwaretranslationprocesanay be too heary or coarse-grainefbr somemeta-featuresAt the sametime,
DISE s probablynotwell suitedfor wholesald SA translation put ratherto meta-featurethatcanbe programmedis
simplerulesthatapplyto a few instructionclasses.

Software implementations of meta-features. Binary rewriting tools that do not translatethe ISA but provide
simple hooksfor adding meta-featureso an applicationinclude Atom (Alpha) [30], Etch (IA-32) [27], and EEL
(SFARC) [20]. They havebeensuccessfullysedo implementprofiling [5], dynamicracedetectior{28], andsoftware
simulationof hardwarefeaturedik e sharednemory[29] andmemoryfaultisolation[32]. Paradynincludesa binary
rewriting systemthatcantransformany programjncludingtheoperatingsystenkernel,while it isrunning[22]. These
meta-featuresanall beimplementedisingDISE. The DISE implementatiommay requiremoredynamicinstructions
(e.0., thesoftwareversionmayexploit staticanalysido optimizemeta-featureode) but would notdegradeinstruction
cacheperformancewould notincurthefixed overheadf rewriting, andwould enablefine granularityusagepatterns.

3 DISE: Dynamic Instruction Stream Editing

In this section,we presenthe DISE mechanismbeginningwith its corefunctionality. We describethe matchingand
replacemenprocessesshov how they canbeimplementedwithin the structureof a corventionaldecoderandargue
for theinclusionof DISE dedicatedegisterstorage Next, we addresshe semantic®f DISE replacemeninstructions
including precisestateandthe mechanicof control transfersaround,out of, andwithin replacemensequencesWe

closewith adiscussiorof DISE asa systemutility. We discusghe DISE programmingnterface thevisibility of DISE

structurego the operatingsystemandthe resultingportability issuesandtheimplicationsof programmableecoding
on security

3.1 CoreDISE Functionality: Matching and Replacement

DISE inspectsavery principal applicationinstruction(principal instructionfor short)and macro-&pandsthosethat
matchspecifiedcriteria. We call expandedprincipal instructionstriggers, and the macrosthemselesreplacement
sequencesThis functionality is provided via threelogical componentsthe patterntable (PT), the replacementa-
ble (rT), andinstantiationlogic.

Basic structur es. The patterntable (PT) is a small, fully-associatve table that containstrigger specifications
againstwhich all principaliinstructionsarematched.EachpT entry containsfour fields: 1) a pattern 2) anenabled
bit, 3) areplacemensequencéndex, and4) areplacemensequencdength A patternspecificatiormayincludeary
combinationof opcode,opcodeclass(e.g., “all stores”),input or outputlogical registernames,mmediatefield or
ary attribute thereof(e.g., “a negative immediatevalue”). DISE is ableto specifytriggersof the form “loadsthatuse
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Figurel: SampleDISE productiondrom (a) memoryfaultisolationand(b) pathprofiling.

the stack-pointerastheir baseaddress’or “conditional brancheswith negative offsets. Futuremeta-featureDISE
implementationgnay requirepatternghatspecifynon-instructiorattributeslik e the pc or the predicteddirectionof a
branch.We have not foundusedfor this functionality sofar.

Thereplacementable (RT) is a RAM which houseghereplacemensequenceslo enableinterestingapplication
meta-featuresieplacemensequenceare parameterized EachRT entry containsa replacementiteral, anda series
of instantiationdirectivesonefor eachfield of theinstruction. Thereplacemenliteral is a bit stringrepresentingne
replacemeninstructionin internaldecodedormat(this doesnot meanthattheinternalformatof decodednstructions
is visible to softwareaswe discusdn Section3.3). Non-emptyinstantiatiordirectivesinstantiateieldsin thisinstruc-
tion with fields from thetrigger. Instantiationdirectvesareinterpreteddifferently for differentfields. For instance,
registerfields have four valid directives: a literal (empty)directive, andthreedirectivesfor selectingary of thethree
registersnamedin the trigger instruction. With parameterization(contrived) transformationdik e the following are
possible:“replaceall storeswith loadsusingthe samebaseregisterandoffset” or “swapthetwo input registersof all
divideinstructions. Althoughnon-instructiorattributesarenotusefulin matchingwe have foundusedor themin re-
placementSpecifically the ability to encodehetrigger’s pc asareplacemeninstructionimmediatehasapplications
whichwe discussn Section4.2.

Theinstantiationlogic is a combinationaktircuit thatexecutednstantiationdirectiveson replacemeninstructions
usingfieldsextractedfrom the principaltrigger.

DISE dedicatedregisters. DISE allows replacemeninstructionsto accessledicatedregistels that are not vis-
ible to the ISA. The ability to usean expandedregistersetis quite useful. It allows replacemeninstructionsto use
temporaryregisterswithout saving andrestoringuserregisters.More importantly, it providespersistentegisterstor
ageacrossindividual expansionsallowing global meta-feature$o be synthesizedrom peephole single-instruction
expansionswithout requiring the compilerto resere userregisters. A dedicatedregister spacegreatly simplifies
meta-featuréormulationandreduceghe costof DISE meta-featurémplementations.

An exampleproduction. Two sampleDISE productionsareshovn in Figure 1. For illustration purposeswe use
theMIPSISA. Thefirst production(a), takenfrom amemoryfaultisolationmeta-featurg€Sectiord), augmentsvery
storewith instructionsto checkthevalidity of theaddressA singlepatternmatchesall storesandreplacegshemwith
four instructionsequencesThefirst copiesthe storebaseaddressnto adedicatedegister$dr 1. Thisinstructionhas
a literal opcodeandimmediate but is parameterizedo replaceits input registerRS with the addressegister RS of
thetrigger store. The secondandthird instructionsareentirely literal, shifting the addressaandcomparingthe result
to anotherdedicatedregister ($dr 4). The final instructionis the principal store,exceptthat the addresgegisteris
“renamed”to $dr 1; herewe have a literal addressegister$dr 1, but copy the opcode,dataregister and address
offset from the original store. The secondsampleproduction(b) is usedfor pathprofiling (Section4). It specifies
replacementsand literals similarly, but the secondreplacementnstructionspecifiesan intra-replacemensequence
branch(Section3.2).

Sampleimplementation. DISE canbeaddedn annonintrusve wayto a processos decoderwhetherit beRISC
or CISC,single-g/cleor pipelined.SinceDISE macro-epansioris mechanicallysimilarto theinstruction-to-internal-
micro-instructiontranslationperformedby mostlA-32 processor§l4, 13, 15, 10], we explain how DISE is addecdto
anlA-32 decoder

IA-32 translationhappensn oneof two ways. Simpletranslation—producindpur or fewer micro-instructions—
is donevia combinationalogic arrays(CLAS). Translationrequiring five or more micro-instructionds performed
by readingandinstantiatingtemplatefrom a micro-instructiondROM (uinst ROM). The decisionon whetherandat
what offsetsto usethe pinst ROM is basedon the IA-32 opcodeand performedby a second]A-32 opcode-indeed
ROM (the selector). In a single-g/cle decoderimplementationthe CLAS, pinst ROM, and selectorare accesseth
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Figure2: SampleDISE implementatiorwithin atwo-stagedecoder

parallel. The selectorassertsan overridewhenwhenthe pinst ROM mustbe usedratherthanthe CLAS, resultingin
asingle-g/cle stall. In apipelinedimplementatior(P6[14] andK7 [10] have 3-stagedecoders)the selectotis placed
onestageaheadf the CLAs andpinst ROM, andthe stallis avoided.

The DISE structuregarallelthe existing IA-32 structuresThe RT parallelsthe pinst ROM in bothplacemenand
structure. The only reasonwe don'’t unify the two is thatturning the pinst ROM into a RAM is percevedto betoo
risky. TheRT andpinst ROM sharethe instantiationlogic. The PT parallelsthe selectortable,but is afundamentally
more comple structure:it is contentassociatie and matchedull instructions,not just opcodes. The PT override
signal(which indicatesrRT expansion)haspriority over the selectors pinst ROM override. Figure 2 shows the three
DISE structuresn atwo-cycle IA-32 decoder

TheRISC/CISCissuealsoarisedn the PT matchingimplementationOn architecturesvith regularISA encodings,
matchingmaybeperformedoy maskingandcomparingaw instructionbits. Onarchitecturesvith irregularencodings,
instructionsmay needto be partially decodedand reformattedbefore PT access. It is likely that processorswith
irregularISAs alreadycontainsuchpre-decodéacilities[14].

3.2 PreciseState,Control, and DISE-PC

The executionenginedoesnot distinguishDISE replacemeninstructionsfrom their principal counterpartsHowever,
replacemeninstructionsaredifferentwhenit comesto sequencingPrincipalinstructionsaresequencetby the fetch
enginevia controlspeculationyhile replacemeninstructionsaresequencetly thedecodeusingmacro-epansiorof
asinglepc. Thesedistinctionscomeinto play whenthe executionenginemustsendsequencindeedbacko thefetch
engine. Two kinds of eventsrequireexecutionto redirectfetch: resolutionof mispredictedoranchesandrestartable
interrupts(e.g., pagefaults). Whena pagefault is triggeredby a principal instruction,the pipelineis flushed,the
faultis repairedby the OS, andfetchresumesat the faulting pc. But wheredoesfetchresumeafterthe OSrepairsa
replacemeninstructionfault? And whatdoesit meanfor areplacemenbranchto be mispredictedvhenit wasnever
predictedo begin with? Thesequestiongointto theissuef precisestateandcontrolwithin replacemensequences.
We dealwith thesehere.

DISE-PC. DISE maintainsan additionalstateelementcalledthe DISE program counter(DISE-PC). A replace-
mentinstructions DISE-PC is its offsetfrom the startof the replacemensequenceFor uniformity, pipelinecontrol
associates DISE-PC with everyinstruction,not only replacemeninstructions. Wherepreviously taggedby Pc, in-
structionsare now taggedby pC:DISE-PC pairs. Unexpandednstructionshave pc:0 tags. Replacemeninstructions
have PC:DISE-PC tagswhereprc is the PC of the principaltrigger.

Precisestate within replacementsequences.Precisestatewithin replacemensequences—anldenceprecise
restartsafter replacementnstructionfaults—isimplementedvia the DISe-Pc. When a replacementnstructionat
PC:DISE-PC faults,fetchis restartedat pC:DISE-PC. The fetch engineignoresthe bDISE-PC annotation fetchingthe
principal instructionat pc. The DISE decodemrecognizeghe annotationandinstantiateshe replacemensequence
startingat DISE-PC, effectively skippingthefirst bISe-Pc-1 replacemeninstructions.In fact,for a givenmatchingpt
entry, the RT alwaysinstantiateseplacemeninstructionsstartingat PT.OFFSET + DISE-PC andendingat PT.OFFSET
+ PT.LENGTH.



Principal brancheswithin replacementsequencesControltransferausingprincipalbranchegake placeatthe
principal instructionlevel, usepPcs only, andareobliviousto the presencef DISE-PCs (and DISE in general). The
target PC of a principal control transferis any pc in ary form: absoluteor relative, encodedn the executableor
computedat runtime,storedin memoryor otherwise.Thetargetbise-pc is implicitly 0. This arrangemendisallonvs
one principal instructionfrom transferringcontrol into the middle of a replacemensequencef a secondprincipal
instruction, but suchtransfershave no appareniracticalusesand breakthe notion that a replacemensequencés
properlycontainedwithin a principalinstruction.

A subtleissuesurroundsprincipal brancheghat are embeddedvithin replacemensequencesThe questionis:
do replacemeninstructionsthat appearafter the principal branchbelongto the taken path of the branchor the non-
taken path? The answeris a counterintuitive, “neither” Theseinstructionsareassociatedvith the branchitself and
they areonly executedf the branchis correctly predicted If the branchis mispredictedthe subsequenteplacement
instructionsare flushedand not refetchedas control is reroutedto the instructionthat logically follows the branch
(fall-throughor target). Although counterintuitive, thesesemanticsare consistenwith DISE control flow. Ourim-
plementatiorof memoryfaultisolation(Figure 1(a) exploits a variantof this behaior. Here DISE insertsa principal
branchto errorcodeprior to thestore.Sincethe branchis notfetched jts default predictionis “not-taken’ At runtime,
if the branchis taken,the storeis flushedandcontrolis transferedo theerrorroutine. Thisis the desiredbehaior.

Control within replacementsequencesand DISE calls. The DISE-PC enablesa powerful modelfor control
within replacemensequencewhichis completelydistinctfrom principalapplicationcontrol.

DISE providesspecialinstructions—ariantsof branchesand jumps—thatmodify the biISE-PC only. The DISE
decoderimplicitly assumeghatall DISE control transfers gven unconditionalones,are not-taken. Executinga re-
placemensequence-internalontrol transferis mechanicallyidenticalto restartingfrom a replacemensequencén-
ternalfault: the executionengineis flushedandfetchis restartedat PCc:new-DISE-PC. DISE controltransferscanbe
usedto implementconditionalsandevenloopswithin replacemensequencesOur implementatiorof pathprofiling
(Figurel(b)) exploits areplacement-sequenagernalbranch.

DISE also allows replacemensequenceso include calls to principal applicationfunctions. Principal function
codeexecutesunavarethatit wascalledfrom within a replacemensequenceandon terminationreturnscontrol to
the properreplacemeninstruction. This featureis quite usefulfor implementingcomplex meta-featuresRatherthan
implementa complex replacemensequencethe meta-featurés implementedvia principal applicationcodewhich
thereplacemensequencealls. DISE calls areimplementediusinga specialvariantof the call instruction. The DISE
dedicatedegistersareusedto sase/restorgheISA callerregisters freeingthemto implementthe calling corvention.
DISE itself is disabledundera DISE call. This is often the desiredfunctionality, asinstructionswithin the called
functionarethoughtof aspartof thereplacemensequencenot ascandidatesor replacementhemseles. Failureto
disableDISE undera DISE call couldresultin bottomlessnacro-&pansiorrecursion.lt is theequialentof rerouting
replacementnstructionsback throughthe decoderfor further expansion. Disabling DISE undera DISE call also
preseresthe DISE-PC andallows returnto the properreplacemeninstruction.Figure8(a)in the Appendixillustrates
this.

3.3 The DISE SystemUtility

We closethis sectionby discussinddISE’srole asa systenievel utility. DISE exposesion-ISAmachingeaturege.g.,
DISE specificinstructions,registers,and microarchitecturapipeline register values)and allows codethat accesses
thesefeaturesto be dynamicallyaddedto userlevel applications.This apparenbreachof the ISA abstractioropens
thedoorfor bothincompatibility problemsandsecurityviolations. We dealwith theseissueshere.

Security and accesgo DISE structur es.DISE doesnot endangeprocessointernalstate.Replacemeninstruc-
tionsexecutevia the processos datapathsandcannotcreateinconsistenciem its controllogic. In addition,the only
microarchitecturastructuresaccessibléo DISE areeitherDISE specific(e.g., the DISE registers)or canonly beread
(e.g., pipelineregistervalues).

The more material securityrisk presentedby DISE is the potentialfor one process,via DISE productions,to
examineand possiblyinterferewith the stateof a secondprocessperhapsventhe OSkernel. Our generalstratgy
for dealingwith securityissuess to restrictdirect DISE accesgo privilegedcode(i.e., the OS kernelitself). Since
mostapplicationmeta-featurebave a systemutility flavor, this restrictedaccesss appropriatelf userlevel accesso
DISE is neededn thefuture,the OS could export a DISE API. Within the implementatiorof this API, the OS could
checkreplacemensequenceandrejectthosewhich it deemsunsafe.As a further securitymeasureby controlling



the contentsf the DISE structuresacrosscontext-switchesthe OS can“sand-box”"anapplicationsothatit only adds
meta-featureto its own code.

TheOSaccesseBISE structuresn two ways. Thedataelements—th®ISE registersandDI SE-PC—areaccessed
via existing datapaths.Accessis specifiedby DISE replacementnstructions,and can be extendedto the OS via
privilegedISA versionsof the same.For portability reasonsthe PT andRT areaccessedhdirectly via a microcoded
controller (more on this shortly). OS accesss usedto both implementmeta-featuresindto presere userdefined
meta-featurstate—shoulguchbeimplemented—acrogzrocesswitches.

Portability and DISE programming. While the DISE registerscontainplain data(i.e., 32 or 64 bit values),
the PT andRT containinformationthatis far moreimplementatiordependentinstructionpatternspecificationsaand
replacemeninstructionsin internaldecodedorm. For portability, accesgo the PT andRT is providedvia a logical
interfacethat is implementedby a microcodedcontroller The controllerinterfaceallows PT and RT entriesto be
written, read,disabled,and deleted;andit exportsthe numberof entriesavailablein eachstructure. The controller
interfacemay beinstructionbasedor memorymapped.

Theinterface/controllecombinationallows DISE meta-featur@programmerso specifypatternsyeplacemenin-
structionsandinstantiatiordirectivesin alogicalway, withoutknowing theinternalpatterrrepresentationsr decoded
instructionformats. The controllertranslatedogical productiongto physicalPT/RT bits andvice versa.This arrange-
menteffectively makesDISE meta-featureportable perhapsvenacrossarchitectures.

4 DISE Meta-Feature Implementation Examples

DISE enableghe implementatiorof a large classof meta-featuresin this section,we presenthreewell-known and
well-studiedmeta-features—memonfault isolation, pathprofiling, anddynamiccodedecompression—ardescribe
DISE implementationf each. Although none of thesemeta-featuresre new, their implementationvia a single
hardwarefacility is. We concludewith a sketchof severalothermeta-featureamenabléo DISE implementation.

4.1 Memory Fault Isolation

Memoryfaultisolationpreventsmultiple applicationsrom interferingwith eachotherthroughmemory Corventional
virtual memoryhardwareprovidesthis featurefor applicationgunningin differentaddresspacesbut somedomains
(e.0., extensibletype systemsgxtensibleoperatingsystemsandextensibleapplications)will not abidethe high cost
of multi-address-spadater-procescommunication Softwae-basedaultisolationallows multiple softwaremodules
to safely sharea single addressspace[32], allowing low-cost, intermodule communication. To guaranteesafety
modulesmonitortheir own memoryaccessem orderto isolatethemselesfrom oneanother

Software-basedault isolationis motivated,describedand evaluatedby Wahbeet al. [32]. We sketchthe basic
approachhere. Eachpotentiallyunsafeinstruction(i.e., load, store,or branch)mustbe precededy instructionsto
testthatthe moduleis permittedto load from, storeto, or branchto the specifiedaddress.This codeis insertedor
verifiedby atrustedtool beforeexecution.A checksimply examineshigh-orderaddres®its, which namethe sggment
containingtheaddresganalogougo a virtual memorypage).Eachmoduleis permittedto accesslatain a singledata
segmentandbranchto codein asinglecodesegment.A sampleinstructionsequenc@erformingsoftware-basedault
isolationfor a storeappearsn Figure3.

The DISE equialentof software-basedault isolationis straightforward. A productionis requiredfor eachclass
of unsafeinstruction(loads,stores,andbranches).The replacemensequencefok muchlike the codein Figure3.
For example,Figurel1(a) shovsthe DISE productionfor storeinstructions.Notethatthe replacemeninstructionsuse
a numberof DISE registersratherthanarchitectedegisters,so the DISE implementatiordoesnot useregistersthat
the principalcomputationwould useotherwise. Software-basedaultisolation,on the otherhand,requiresasmary as
five dedicatedegisterg[32].

4.2 Path Profiling

Path profiling dynamicallyrecordsthe numberof timeseachagyclic pathin a programis traversed.Path profilesare

usedto identify andoptimizethe mostfrequentlyexecutedpaths[3] andto evaluatetestcoveragg?25, 26].
Therearemary approacheso computingor approximatingpathprofiles. The simplestapproachassociatea tag

combininga PCandthe dynamicbranchhistoryleadingto it with eachpath. At the endof the path(i.e., atafunction



addi $dat a- addr -r eg, $sp, 0 # dat a-addr-reg gets address

srl  $scratch, $dat a- addr-reg, 25 # extract segnent identifier
bne $scratch, $segnment-reg, err # trap if bad segnment identifier
sw  $r1, O($dat a- addr - r eg) # do store using data-addr-reg

Figure3: Software-basedaultisolationfor theinstruction“sw $r 1, 0( $sp)

sl $shift-reg, $shift-reg, 1 # make space for new branch
bne $r2, $r3, target # original conditional branch
ori  $shift-reg, $shift-reg, 1 # indi cate branch not taken

Figure4: Pathprofiling codefor conditionalbranch*bne $r 2, $r 3, t arget ”

returnor aloop back-edge)a counterassociatedvith thistagis incrementedA post-eecutionpassreconstructshe
pathsfrom thetags. A simpleformulationof this algorithmusesboth a lossy (non-chaininghashtable,anda lossy
(fixed-size)branchhistory. Informationlossdueto thesesimplificationsis often minor and benign,becauserofile
consumersisuallydo notrequirecompletenformation.If necessarygreateraccurag maybeachievedat highercost
(e.g., longerbranchhistory, largeror chainechashtable).

A software-onlyimplementationof the above formulation is realizedas follows. Dynamic branchhistory is
recordedvia bit tracingin a shift register[6]. The outcomesof conditionalbranchesare pushedonto this register
The shift registeris saved andrestored(usinga stack)acrossprocedurecalls. At procedurereturnsandloop back-
edgeswe constructa tag from the currentPC andthe shift registeranduseit to index the path-frequencyhashtable.
If we find this tagin thetable,we incrementts associate@ounter Otherwise we overwrite the tableentry with the
currenttag andresetthe counter A software-onlyimplementatiorof conditionalbranchshift register manipulation
appearsn Figure4.! Beforethe branch,a zerois shiftedinto the branchhistoryin $shi f t - r eg, andif thebranch
is nottaken, the zerois replacecby a one. Thusa zeroindicatesthe branchis taken,anda oneindicatesthatit is not
taken.

We cannotsimply form areplacemensequencef theinstructionsin Figure4 for a DISE implementationIf we
did, theinstructionfollowing the branchwould alwaysbe executedf the branchwascorrectlypredictedjndependent
of whetherthe branchwasactuallytakenor not (detailsof this behaior arein Section3). As aresult,our DISEimple-
mentationintroducesanintra-replacement-sequeniognchasillustratedin Figurel(b). Thefirst threeinstructionsof
thesequenceorrectlyupdatethe shift register while thefinal instructionactuallytransfersontrol. The DISE solution
suffersfrom alongerinstructionsequencéi.e., four versughreeinstructions) which we evaluatein Section5.3.

Like memoryfault isolation,the DISE implementatiorbenefitsfrom the extra registersavailableto replacement
sequencénstructions. Path profiling requiresat leasttwo dedicatedegisters—theshift registeranda shift register
stackpointe—whichasoftware-onlyimplementatioomuststealfrom usercode.In addition,someof thepathprofiling
instructionsequencetseeAppendix)arequite long, increasingcodesize. The useof procedurecalls alleviatesthis
problem,but the call itself addsdynamicinstructionoverhead. A DISE implementationinlines lengthy sequences
with neitherinstructionfootprint impactnor call overhead.DISE alsohasthe benefitthat sampledprofiling may be
trivially achiezedby simply enablinganddisablingthe DISE facility. On the otherhand,software-onlypathprofiling
usingglobal control-flowv analysisto implementcounterbasedatherthatshift-registerbasedencodinganbe more
efficient[5]. A DISE implementatiorof this moresophisticatedlgorithmis impossible.However, DISE canbe used
in concertwith statictransformationwhich we illustratein the discussiorof dynamiccodedecompression.

4.3 Dynamic CodeDecompression

Codesizeis animportantconcernin embeddedndmobile systemswvherestrict costconstraintslictatesmallmem-
oriesandcaches Staticcodecompressiortoupledwith a dynamicmechanisnfor decompressioaddresghis prob-
lem. Dynamicdecompressiosystemscomein two varieties. Decompressorthatsit on the instructioncachemiss
path[17, 33] enablecompressethemoryimages.Thosethatdecompresthe fetchedinstructionstream[21] alsoen-
ablea compresseihstructioncachefootprint. Evenhigh-performancerocessorsnay benefitfrom the secondform

1Thepath-frequeng hashtableupdatecodeappearsn the Appendix.



of decompressiorgsreducedcachefootprintsmay enablethe constructiornof smallercacheghatcanbe accesseéh
fewer pipelinestages.

DISE implementspost-fetchdecompressiomy transformingfetchedinstructionsinto longer sequencesf in-
structions,without instructionsetredesignand without decompression-specifttardware. Counterintuitvely, DISE
potentially allows more sophisticatedompressiorthanthat supportedby dedicateddecompressorsDISE’s macro-
expansionmechanismallows parameterizedlecompressiofi.e., a single decompressedodetemplatemay yield
decompressesequencewith differentregisternamesvheninstantiatedvith differentarguments) DISE alsoallows
compressioro becustomizedo a particularapplication,or evenapplicationkernel,by simplereloadingof the PT and
RT.

DISE compression/decompressioonsist®f threesteps:(i) computingasetof compressioproductions(ii) trans-
forming the executablesothatcompressiblsequencearereplacedy their triggers,and(iii) loadingthe productions
into the PT andRT. We explain thelaststepfirst.

OurDISE decompressiomplementatiorusesresened(i.e., unusedppcodego indicatecompressethstructions
(active opcodesannotbe usedasthey areneededor uncompressehstructions).Eachproductionallows threereg-
ister parameters.The remaining11 bit immediatefield (6 bits are taken by the opcode,and5 eachby the register
parametersgouldbe usedto “match” upto 2048decompressiosequencesdowever, sucha formulationis impracti-
cal sincethe PT is a multi-portedfully associatie tablethatcannotpracticallyhave morethan64 (or maybeeven32)
entries.Decompressioexploits analternatve PT usagemodelin which the 11 bit immediatefield is interpretedasa
concatenationf RT offsetandlength,ratherthanasa matchinput. This“trick” allowsusto implementdecompression
usingasinglePT entry. We divide the 11 bit immediatefield into an 8-bit offsetanda 3-bit length,allowing usto use
upto 256 decompressioproductionof up to 7 instructionseach.

Our compressiomethodologyconstructsa setof productionscustomizedor eachapplication.First, we perform
staticanalysison the programto identify all possibleinstructionsequencesf length2-7. Sequencedo not straddle
basicblocksand do not containsystemcalls. Next, we combinecongruentinstructionsequencesto a singlecan-
didatereplacemensequenceCongruentsequenceareidenticalexceptin threeor fewer of their registeroperands.
Theidenticalregisternamesare hard-codednto the candidatereplacemensequenceandthe differing registersare
parameterizedndwill be dynamicallyinstantiatedby DISE.

Finally, we sortthe candidateeplacemensequencebasecbn cumulatve compressiomenefit. The sequencéhat
resultsin the singlelargestbenefitis first. The next sequencés the onethataddsthe largestadditionalbenefitto its
predecessorsThis greedyprocesscontinuesuntil all candidatereplacemensequencesave beenconsidered.The
compressiorfactorusedto computethe benefitof eachsequenceanbe static (i.e., proportionalto the numberof
timesthe sequenceappearsn the staticimage)or dynamic(i.e., proportionalto the numberof timesa sequencés
estimatedo appeaiin the dynamicinstructionstream),allowing usto targeteitherstaticcodesize or reducedetch.
Thereplacemensequencewe actuallyusefor compressiorarea prefix of the sortedlist of candidates.

Givenasetof productionscompressinghe programis straightforward.

4.4 Other Meta-Feature Implementations

Softwarefine-grain distrib uted shared memory. Sharednemorysystemgrovide the abstractiorof a singleshared
addresspaceamongprocessorsvith physically distributedmemory Although software distributedsharedmemory
canleveragethe virtual memoryhardware, this approachs limited becausehe granularityof sharingis tied to the
size of the virtual memorypage. To achieve fine-grainsharing,an applicationmonitorseachmemoryoperationto
determinewhetherit refersto private or shareddataand whethershareddatais presentor not (asin Shastg29]).
DISE productiondor thesechecksaresimilarto thoseusedfor memoryfaultisolation. Thusa DISE-capablenachine
canbeconfiguredo havetheappearancef hardware-supportedistributedsharedmemorywithoutcustomhardware.
Debugging and codeassertions.Deluggingis acentralpartof the codedevelopmenfprocessaindcodeassertions
are an invaluablepart of delhugging. Modern processoraypically supportlimited hardware memorywatchpoints
allowing writes to a few memorylocationsto be monitoredwithout undueoverheador changego the dehugged
program. However, more complex assertionghat involve the evaluationof arbitrary criteria are more cumbersome.
Insertingtheseinsertionsinto a programbinary is impracticalbecausdahey are very frequentlychangedduring a
singledeluggingsessionsodetuggerstypically implementcomplex assertion®y steppingthroughthe programone
instructionat a time andexecutingthe assertiorfrom the dehuggeritself. This processs extremelyslow becauséhe
dehuggeris usuallyrunningin anotherprocessgevenif it is not, instructionserializationneutralizeghe parallelism



and pipelining capabilitiesof the underlyingprocessar DISE canbe usedto implementdeluggingassertionsnore
efficiently. Assertionganbeinlinedinto theprogramatarbitrarygranularitiesandtheir executioninterleavedwith the
original codewithoutary serialization Assertioncanbeaddedandremovedquickly andevenconditionallyactivated
anddeactvatedautomatically(e.g., oncean assertiorfires, it is replacedby a secondassertion).Inactive assertions
have noruntimeoverhead.

5 PerformanceEvaluation

We experimentallyevaluatethe performancef DISE-implementedneta-featuresThe next subsectiordescribesur
experimentalpparatusTheremainingsubsectionsvaluatethethreemeta-featurefrom the previoussection.

5.1 Apparatus

We have modifiedthe Simplescala.0 timing simulator[7] to supportDISE. Our baselineconfigurationmodelsa
4-way superscalaprocessowith aneightstagepipelineanda maximumof 128instructionsor 64 memoryoperations
in flight. We modela 1K-entry hybrid branchpredictorwith 2K-entry BTB. Our memorysystemconsistsof 32KB,
32 byte, 2-way setassociatie, 1-cycle-accesinstructionanddatacachesjdeal 1-cycle accessTLBs, andanideal,
12-gycle-accesqnifiedL2 cache.

Ourtenbenchmarksomefrom thethe SPECCPU2000ntegerbenchmarlsuite(eonandcrafty areincompatible
with the PISA port of the gcc compiler). The benchmarksre compiledwith gccversion2.6.3at optimizationlevel
-O3 andrunto completionon the SPEC"test” inputs. We producesoftware-onlymeta-featurémplementationvia a
scriptthatperformssimpletextual transformation®n thegcc-generatedssemblycodefiles. In orderto avoid register
re-allocationaspartof this processwe modify gccto usea subsebf the availableregisters sothattheremaindemay
be usedby the memoryfault isolationor profiling code? Note thatthis artificially reduceshe numberof registers
availableto the original programwhenit is possiblefor the principalandmeta-featurénstructionsto shareregisters.
The potentialoverlapis small(i.e., atmostoneregister)for the meta-featuresre examine.

Thefocusof this paperis to presenDISE asa technique.More applicationseedto be studiedbeforethe DISE
interfacecan be firmly defined. Here, we modela 32-entryPT, a 512-entryRT, and 16 dedicatedDISE registers.
Memory fault isolation and path profiling require (at most) four pPT entries,twenty RT entries,and six dedicated
registers. Dynamic codedecompressiomequiresl PT entry and usesas mary RT entriesasare available. In our
decompressioaxperimentswe usel28replacemensequences.

5.2 Memory Fault Isolation

The graphsin Figure5 comparethe performanceof DISE andsoftware-onlyimplementation®f memoryfault iso-
lation. Thereis a bar groupfor eachbenchmarkanda barfor eachof several differentmachineconfigurationge.g.,
varyinginstructioncachesizein theleft graphandvarying processowidth in theright graph).Our baselinemachine
is a4-way superscalawith a 32KB instructioncache—thesecondoarin eachgroupin eachgraphcorrespondso this
configuration.

The barsrepresenexecutiontime normalizecdto that of the meta-feature-frebaseline.Eachbaris actuallythree
overlaidbarscorrespondingo the executiontimesof thebaselingdarkgray; always1 sinceit is normalizedo itself),
DISE-implementednemoryfault isolation (gray), andthe software-onlyimplementation(light gray). The barsare
“depth-sorted, allowing all threeto beshaown. If thelight gray portionis ontop of the stackof bars the software-only
implementatiorhasthelongestexecutiontime. If thegrayportionis ontop, thenthe DISE implementations slowest.
DISE outperformghe software-onlyimplementatiorof memoryfaultisolationin all benchmarks/configurations.

The runtime costof a meta-featuremplementationdastwo components.Dynamicoverheadincreaseshe dy-
namicinstructioncount,reducingeffective pipelinebandwidth.Staticoverheadincreaseshe staticinstructionwork-
ing set,reducingthe effective capacitief the staticinstruction-basedtructuresuchasthe instructioncache, TLB,
andbranchpredictor Meta-featureémplementecentirely in softwaresuffer from both staticanddynamicoverhead.
DISE doesnot perturbthe instructionworking set, thusits meta-featurémplementationsuffer only from dynamic
overhead Thetwo graphsattemptto isolateeachof theseformsof overhead.

2A temporarylimitation of our approachto realizingsoftware-onlymeta-featurémplementation$aspreventedus from transforminggcc for
pathprofiling, sono software-onlypathprofiling gccdatais presentedh this draft.
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Figure5: Performancef memoryfaultisolation.

Static overhead. Figure 5(a) shavs the impactof static overheaddue primarily to degradedinstructioncache
performance. The performanceoverheaddue to extra missesis greatestfor benchmarkswith high a priori miss
rates. For 32KB cachesthis includesgcc, perlbmk gap, andvortex. At smallercachesizes(8KB), missratesand
staticoverheadaresignificantfor all but threeof the benchmarkggzip, mcf andbzip?. As cachesizeincreasesthe
staticoverheadbf the softwareimplementatiordecreaseandthedynamicoverheademainsconstantAs aresultthe
relative totaloverheadlecreasesThe DISEimplementatiordoesnothave ary staticoverheadsotherelative dynamic
overheadyrows asthe baselingperformancemproveswith thegrowing cachesize.

Intuitively, the performancedvantageof DISE decreaseascachesizeincreasesAs cachesizegrows, the static
costof theadditionalmeta-featurénstructionsdecreasedith a perfectcache pnly thedynamiccostremainsandthe
software-onlyapproachand DISE becomeequal(from a runtime coststandpoinonly; DISE still maintainsits other
adwantages)Theserendsfavor DISE, becausél) cachearenotgettingsignificantlylarger, ratherthey areeffectively
shrinkingasprogramsandtheir instructionworking setsgrow, and(2) cachesizeis limited by accesdatengy.

Dynamic overhead. Figure5(b) shavstheimpactof dynamicoverhead We fix theinstructioncachesizeat 32KB
andvary processowidth from 2 to 16. As processowidth increasesthe dynamic(i.e., bandwidth)overheadf both
meta-featurémplementationslecreasesAt high widths,datadependencdamit parallelismwithin afixedreordering
window. If thewidth is increasedeyondthe ability of the principal applicationto utilize it, additionalmeta-feature
instructionscanexploit thesedle functionalresourcestno percevedcost. Thedispatchbandwidthusedby additional
meta-featurénstructionsis alsocheapeiat high processomwidths. Decodingbandwidthutilization decreaseasthe
frontendis unableto sustairhighfetchratesdueto branchmispredictionandbranchpredictionbandwidthimitations.
Not subjectto fetchlimitations, meta-featurénstructionscaneasilyutilize this unuseddecodingbandwidth.

As increasegrocessowidth drivesdown the dynamiccostof meta-featurénstructionsthe staticcostis all that
remains.In fact, this staticcostbecomeselatively higher As the absolutecostof the principal applicationshrinks,
therelative costof eachinstructioncachemissgrows. The vortex benchmarkin Figure5(b) underscoreshis point.
This trendalsobodeswell for DISE: its advantagesver software-onlyimplementationswill increaseas processor
performancerows.

5.3 Path Profiling

In the previous section,we isolatedDISE’s advantagesover software-onlyimplementationsn termsof dynamic
andstaticoverhead by varying instructioncachesize and processomwidth, respectiely. Here,we measureDISE’s
adwantageslonganotherdimension—fine-graimeta-featurg¢oggling. Typically, profiling informationneednot be
collectedoveracompleterun of a program;smallsamplesufiice. In fact,this profiling modelis requiredby dynamic
optimizing compilers[4, 11] which profile a running programfor a short period, optimize basedon that profiling
information,andreapthe performancéenefitsfor theremaindeiof execution.Figure6 compareshe performancef
software-onlyandDISE implementation®f pathprofiling for meta-featursamplinggranularitiesof 100%(i.e., path
profiling is alwaysenabled)50%,and10%.

With continuousprofiling (the 100%bar), the software-onlyimplementatioroutperformsDISE for a numberof
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Figure6: Performancef pathprofiling.

benchmarkggzip, vpr, mcf, parser, andbzip?. DISE hasa higherdynamicoverheadbecausets codefor pushing
eachbranchoutcomeonto the shift register hasone more instructionthanthe correspondingsoftware-onlyimple-
mentation.Benchmarksvith smallinstructionworking setshave nearly perfectinstructioncachehit rates,evenwith
the additionalmeta-featurenstructions,andthereforehave almostzerostatic overhead. The differencein dynamic
overheadyivesthe software-onlyimplementatioranadvantageor theseapplications For theremainingbenchmarks,
the staticoverheadeductionof DISE compensatefor its higherdynamicoverhead.

While DISE is competitve in raw performanceijt hasan importantdynamicadvantage.DISE allows profiling
overheado decreasavith the samplingrate—ata 10% rate,overheads 2-3%. Software-onlypathprofiling, on the
otherhand,cannotbe enabledanddisabledquickly, soits overheads constant.Of course notall meta-featuresan
exploit sampling but mary, suchasprofiling anddehuggingsupport,canbenefitfrom it.

5.4 Dynamic Code Decompression

Unlike memoryfaultisolationandpathprofiling, dynamiccodedecompressiodoesnot addfunctionalityto a princi-
pal application.As thereis no software-onlycounterparto dynamiccodecompression/decompressidhe graphsin
Figure7 characterizéts DISE performancen isolation.

As describedn Section4.3, DISE compressiomay be tunedto optimizeeitherstaticcodesizeor dynamicfetch
count. Figure 7(a) shows the reductionin staticcodesizefor both targets,representetby two overlaid, depth-sorted
bars. Figure 7(b) shows reductionsn the numberof instructionsfetched. Not surprisingly optimizing compression
for codesizeyields bettercodecompressior(someapplicationsare compressedo 75% their original size), while
fetch-count-dvencompressioryields lower dynamicfetch counts. Compressiotyields performanceémprovements
of 4-25%whenoptimizedfor fetch countreduction(seethe first bar of eachgroupin Figure7(c)) and1-13%when
optimizedfor staticcodesize.DISE’s programmabilityallows eithergoalto be satisfiedon the samedevice.

Compressionenabled hardware simplifications. Compression/decompressioray be usedto improve perfor
mance. However, it may alsobe usedto achiere constantor nearconstantperformanceat reducedimplementation
cost.Figure7(c) shavs how the performancef fetch-count-optimize®ISE compressioranbetradedfor asmaller
instructioncache narraverfetchwidth, or both. Thebarsshow executiontime normalizedo our baseconfiguration:a
32KB 2-way setassociatie cache 4-widefetch,andno compressionThegrayportionof eachbarshavs performance
of uncompressedode.Thelight gray portionshows the performancef DISE compression/decompression.

From left to right, the barsin eachbenchmarlgroupshav our baseconfiguration,a 16KB cacheconfiguration,
a 2-wide fetch configuration,anda configurationwith both reducedfetch bandwidthanda smallercache. All bars
within agrouparenormalizedto the samevalue (uncompresseexecutiontime on the baseconfiguration) sowe can
assesshe relative impactof the simplified configurations.Reducingthe cacheto 16KB (secondbarin eachgroup)
significantlyraisesexecutiontimeswithout compressior{dark bars)for the benchmarksnostsensitve to cachesize
(gcq perlbmk gap, vortex, andtwolf). With compressiorflight bar),the smallercachedoesnot significantlydegrade
performancedor ary of the benchmarks.Whenthe fetch bandwidthis reducedfrom four to two wide (third barin
eachgroup), the uncompresseedxecutiontime increasesdramaticallyfor all benchmarksbecausehe fetch unit is
unableto keepthefour-wide machinefed with instructions.Compresseéxecutiontime is muchlesssensitve to this
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Figure7: Codecompression/decompressistatistics.

reduction pecausé¢hedecodeis injectinginstructionsnto theinstructionstream.Thefinal barshavs executiontimes
for amachinewith botha smallercacheandreducedetch bandwidth.The compressedodeon the smallermachine
configurationshas performancecompetitive with (often betterthan) the uncompressedode on the basemachine
configuration.Compressiornableseducechardwareimplementatiorwithout significantperformancdoss.

Note,our reducedcacheresultsdo not accountfor the possibility thata smallercachecould be accesseéh fewer
cycles.DISE performancevould improve furtherif thatwerethe case.

6 Conclusion

Dynamicinstructionstreamediting (DISE) is a cooperatie software-hardvaremechanisnthatefficiently addsmeta-
featurego applicationssia programmablelecoding DISE s asingle,generafacility capableof realizingalargeclass
of meta-featureghreeof which (memoryfaultisolation, path profiling, anddynamiccodedecompressionye have
implementedand evaluatedwith our DISE simulator Furthermore addingmeta-featureso applicationsvia DISE
malesefficient useof resourceshasno costassociatedavith transformingthe binary, andis highly dynamicin that
translationbehaior canchangeduring applicationexecution. Theimplementatiorof the DISE facility itself requires
only modestjsolatedchangedo the processodecoder

Our experimentsshow that DISE often hassignificantly betterperformancehansoftware-onlyimplementations
of meta-featuresindthat architecturaltrendssuggesthat the value of DISE will only increasewith time. We also
demonstrateffective codecompressionvith DISE.

We find that DISE is a promisingfacility with mary potentialapplications.We intendto studythe DISE imple-
mentationof othermeta-featureso refineour designandfurtherquantifyits benefitsandlimitations.
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A Additional Path Profiling Code

The codesequencem Figure8 areinlined into the programbinary whenpathprofiling is implementedn software,
andthey aredefinedasreplacemensequencefor a DISE implementationIn thelatter case the directivesof all but
thelastinstructionof (b) and(c) areliteral (the jump targetsaretakenfrom thetriggerinstruction). The initialization
instructionsin (a) allocatethe pathfrequeng hashtable andthe shift registerstackandinitialize the hashtableand
dedicatedregister state($hbase and$dsp). The operatingsystemexecutesa singletrigger for this sequencen
behalfof the application. The instructionsfor function callsin (b) simply pushthe shift registeronto the pathstack
andthenclearit. Thesequencéor functionreturnsin (c) recordsn thehashtablethepathleadingto thereturn.Lines
1-6hashthe programcounterandshift register($dsr ) to index into the hashtable(ataddres$hbase). Lines7 and
8 readthetagandits counterfrom theindexedentryin the hashtable. Lines9—11incrementhe counteror resetit if
thetagsdo notmatch.Lines12 and13 storethetagandcounterackto thetable.Lines14 and15restorethe previous
shift registerfrom the pathstack. And the final line actually performsthe functionreturn. A similar sequence—less
the pathstackmanipulation—isusedfor loop backedges.

1 li $a0, #HT_SI ZE

2 dj al mal | oc # all ocate hash table

3 addi $hbase, $v0, 0 # pl ace base addr in dedicated register

4 addi $a0, $v0O, O

5 dj al init_hashtab # initialize hash table

6 i $a0, #STACK_SI ZE

7 dj al mal | oc # allocate shift-reg stack

8 addi $dsp, $v0, #STACK SIZE # place top-of-stack addr in dedicated reg
(a)

1  sw $dsr, 0($dsp)

2 subi $dsp, $dsp, #4 # push shift register onto path stack

3 sub $dsr, $dsr, $dsr # clear shift register

4 jal tar get # call original target
(b)

1  lui $tag, $pc # hi(tag) = PC

2 andi $dsr, $dsr, Oxffff

3 or $tag, $tag, $dsr # low(tag) = path

4 sl $hi dx, $tag, #HT_SHI FT # conpute index into table

5 andi $hi dx, $hidx, #HT_MASK # conpute index into table

6 add $hi dx, $hi dx, $hbase # conpute entry addr in table

7 1w $ht ag, 0($hi dx) # | oad tag

8 lw $hent,  4( $hi dx) # | oad counter

9 dbeq $htag, $tag # conpare tag == generated tag?

10 li $hent, O # no, clear counter

11 addi $hent, S$hent, 1 # inc counter

12 sw $hent,  4( $hi dx) # store counter

13 sw $tag, 0($hidx) # store tag

14  addi $dsp, $dsp, 4 # update path stack

15 1w $dsr, 0($dsp) # pop previous shift reg

16 | $ra

(©)

Figure8: Pathprofiling codefor (a) initialization, (b) functioncalls,and(c) functionreturns.
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