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Abstract

DynamicInstruction StreamEditing (DISE) is a cooperative software-hardware schemefor efficiently adding
meta-features—e.g., safety/securitychecking,profiling, anddynamiccodedecompression—toanapplication.DISE
implementsmeta-featuresby providing a programmableprocessordecoderthatmacro-expandscertaininstructions
into parameterizedinstructionsequences.Thetechniqueis similar in spirit to programmablemicrocodeandexploits
themacro-expansion-styledecodingtechnologyalreadypresentin many of today’s processors.

DISE is a single facility that unifies the implementationof a large classof meta-featurespreviously requiring
eitherspecial-purposehardware widgetsor software-onlytools like binary rewriters. Meta-featuresimplemented
via DISE requireno new hardwarewidgetsandavoid many of the costsof binary rewriting, primarily staticcode
bloatandthefixedoverheadof therewriting processitself. Thedynamiccharacterof DISE makesit appropriatefor
meta-featureswith fine grainintermittentusagepatterns(e.g., sampledprofiling) aswell asapplicationsthathave no
naturalsoftwareimplementations(e.g., dynamiccodedecompression).

In this paper, we introduceDISE andshow how it canbeusedto formulatethreemeta-features:pathprofiling,
memoryfault isolation,anddynamiccodedecompression.We find DISE to begeneral,powerful, andefficient. We
describetherequirementsof aDISEimplementationandshow oneparticulardesign.Wealsodiscusstheimplications
of DISE on all facetsof a system.Usingcycle-level simulationwe show thatDISE-implementedmeta-featureshave
competitive raw performanceanda profitabledynamiccoststructure.

1 Intr oduction

Today’s systemsemploy a wide array of techniquesthat can broadly be termedapplication meta-features. Meta-
featuresareaddedto a principal application to enhanceits value in someway, e.g., ensureits safety, improve its
reliability, or reduceits executionlatency. Meta-featuresareusedfor diversepurposesandin many computingen-
vironments.Examplesincludesafetychecking(mobilecode),profiling to identify optimizationopportunities(high-
performanceprocessors),anddecompression(cost-consciousembeddedprocessors).

Due to their high utility in many domains,considerableresearcheffort hasbeendevotedto implementingmeta-
featuresin bothhardwareandsoftware.Hardwareapproachestypically implementmeta-featuresusingdedicated(po-
tentiallyprogrammable)pipelinestages,while softwareapproachesembedmeta-featuresinto theprincipalapplication
itself in theform of additionalinstructions.Thehardwareandsoftwareapproacheshavecomplementarystrengthsand
weaknesses.Hardware implementationsexact no overheadon the principal application,but are functionally rigid.
Even programmabledesignsare restrictedby the numberof stagesallocatedto the function, their position in the
pipeline,andthekindsof basicoperationseachcanperform.Softwareimplementationsarefunctionallyrich but have
a fixed,high coststructure.Theadditionalinstructionsbloatboth thestaticinstructionworking setandthedynamic
instructioncount,reducingtheeffective instructioncachesizeandpipelinethroughput,respectively. Furthermore,the
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rewriting processitself exactsa fixedcostthatconstrainsthegranularityat which binaryrewriting canbeeffectively
used.Certainmeta-features,e.g., dynamiccodedecompression,haveno naturalefficient softwareimplementations.

We proposea new cooperative software-hardwareapproachto implementingmeta-features,onethathasthe rich
functionality of softwareapproaches,without the high andfixed costsof insertingthoseinstructionsinto the static
executable.Ourapproachis to formulatemeta-featuresasdynamicinstructionstreamtransformations. Meta-features
are programmedby specifyinga set of rulesor “macros” for replacinginstructionsthat obey certaincriteria with
parameterizedinstructionsequences.Theprocessor’sdecoderexecutesthespecificationon theprincipalapplication,
feedingtheexecutionengineaninstructionstreamthatincludesmeta-featurecode.Insertingmeta-featurecodeat the
decodestageis key. Pre-executecodeinsertionenablesmeta-featuresthatmodify the principalapplication,not just
observe. Post-fetchcodeinsertionsidestepsthe coststhat result from insertingmeta-featurecodeinto the principal
application’sstaticbinaryfirst.

Decoder-basedmacro-expansionis usedin virtually all IA-32 compatibleprocessorsto dynamicallyconverteach
IA-32 CISCinstructionto oneor moreinternalRISCprimitives[15, 10, 14, 13]. We co-optthis technologyfor meta-
featureimplementationby making the macro-expansionrules programmable.We call this form of programmable
decodingDISE (DynamicInstructionStreamEditing). Like hardwaremeta-featureimplementations,DISE allows
meta-featuresto evolve asthe programruns,andhasno costassociatedwith transformingthe principal application
binary. Like software-onlyapproaches,DISE is generalandenablesflexible processorresourceallocation—meta-
featuresandprincipal applicationssharethe sameexecutionresources,allowing the latter to useall resourceswhen
meta-featuresarenot employed.In this paper, we introduceDISE,describeasampleimplementation,anddiscussthe
implicationsof programmabledecodingon meta-featureportability andsystemsecurity.

DISE is a singlefacility thatunifiesthe implementationof a largeclassof meta-features.Although instruction-
level macro-expansionis bestsuitedfor implementinglocal (i.e., peephole)transformations,many interestingmeta-
features—includingall the oneslisted above—canbe formulatedas such. We show DISE formulationsfor path
profiling, memoryfault isolation,anddynamiccodedecompression.Cycle-level simulationof theSPEC2000integer
benchmarksshowsthattheDISE-implementedmeta-featureshaveadvantagesoverbothhardwareandsoftwarecoun-
terparts.DISE memoryfault isolationandpathprofiling exactlessperformanceoverheadon theprincipalapplication
thanthecorrespondingsoftware-onlyimplementations(e.g., binaryrewriting), andthis is without accountingfor the
initial costof thetransformationprocessitself. DISE’s ability to togglemeta-featurefunctionalityat fine granularity
is alsousefulfor applications,likesampledpath-profiling,whichhaveintermittentusagepatternsin dynamicsettings.
DISE-basedcodecompression/decompressionresultsin significantcompressionfactorsandimprovedperformance.

Theremainderof thispaperis organizedasfollows.Thenext sectionsummarizesrelatedwork. Section3 presents
and discussesDISE and a samplecompartmentalizedimplementationrequiring only decoderchanges.Section4
demonstratestheutility of DISE via threeapplications:software-basedfault isolation,pathprofiling, anddecompres-
sion. Section5 presentsa performanceevaluation. The final sectioncontainsconclusionsandproposalsfor future
work.

2 RelatedWork

Decoder-basedtranslation. Most recentIA-32 compatibleprocessors[14, 13, 10] usethe decoderto dynamically
macro-expandeachIA-32 CISCinstructioninto oneor moreinternalRISCoperations,with thePentium4[13] caching
expandedinstructions.DynamicInstructionFormatting(DIF) [23] proposesnot only to cachetranslatedinstructions,
but schedulethem into VLIW groupsfirst. Speculative Decoding(SD) [18] is a recentlyproposedtechniquethat
effectively implementsexecutiontime optimizationslike silent-storeelimination and load merging usingalternate
macro-expansions.From a mechanicalstandpoint,DISE is nearlyidenticalto thesedecoders/translators.However,
thelatterarecompletelyinaccessibleto software,andcapableonly of changing/optimizinginternalinstructionrepre-
sentations,not addingfunctionality. DISE addsa software-programmableinterfaceto thebasicdecoding/expansion
facility to enabletheimplementationof generalapplicationmeta-features.

Hardware implementationsof meta-features.Early hardwareimplementationsof meta-featuresexploitedpro-
grammablemicrocode[8, 24]. Initially usedto augmentthe ISA with application-specificcontrol for improving
datapathutilization, programmablemicrocodewaslater co-optedfor implementingmeta-functionalitylike address
tracing[1]. Althoughmicrocoderemainsa viableoption for implementingcomplex instructionsandprogrammable
microcodestorespersist(e.g., Intel’s P6 supportsa limited mechanismfor patchingmicrocodeto fix bugs in the
field [16]), its currentusein processorsis too sparseand irregular to effectively supportmeta-functionality. DISE
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implementsmeta-functionalityusing conventionalinstructionswhich executeon existing datapathsunderexisting
hardwiredcontrol,enablinga richersetof meta-features.

Recentproposalsimplementmeta-featuresusingdedicated,potentiallyprogrammable,pipelinestages.Examples
include the profiling processor[34], the instructionpathco-processor(ICOP) [9], which hasbeenappliedto both
profiling and traceconstruction/optimization,and the DIVA checker [2] which providesdetectionof transientand
designerrors. Theseprovide meta-functionalityat virtually no costto theprincipalapplication,but arequite inflex-
ible. In particular, the dedicatedstagesareplacedpost retirementto minimize their performanceimpactand thus
areinappropriatefor meta-featureswhich mustinspectandpotentiallymodify programinstructionsbefore they exe-
cute.By transformingtheinstructionstreambeforeexecution,DISEsupportsadifferent(potentiallybroader)classof
meta-features.

In decoder-baseddecompression[21], a decoderinterpretstaggedinstructionsin a compressedprincipal appli-
cationasdecompression-dictionaryindicesandreplacesthemby the correspondingentries. DISE generalizesthis
functionality by allowing parameterizedinterpretation(matching)andreplacementof instructions,andthuscanbe
usedfor morethanjustcompression.

SinceDISE dealswith meta-features,it haslittle relationshipto application-specifichardwareincludingreconfig-
urablehardware.DISEreconfigurestheinstructionstream,not thehardware.

Instruction translation in software. Instructiontranslationandmacro-expansionhasalsobeenperformedin
software. Systemslike FX!32 [31], DAISY [12] andTransmeta’s Crusoedesign[19] usesoftware to convert one
ISA to another, potentiallycachingthetranslation.Systemslike Dynamo[3] addoptimizationto thetranslationloop.
Meta-featuresmaybeaddedto asoftwaretranslatorbut addingthemdynamicallyto translationcodemaybedifficult,
andthe softwaretranslationprocessmay be too heavy or coarse-grainedfor somemeta-features.At the sametime,
DISEis probablynotwell suitedfor wholesaleISA translation,but ratherto meta-featuresthatcanbeprogrammedas
simplerulesthatapplyto a few instructionclasses.

Software implementations of meta-features. Binary rewriting tools that do not translatethe ISA but provide
simple hooksfor addingmeta-featuresto an applicationinclude Atom (Alpha) [30], Etch (IA-32) [27], and EEL
(SPARC) [20]. They havebeensuccessfullyusedto implementprofiling [5], dynamicracedetection[28], andsoftware
simulationof hardwarefeatureslike sharedmemory[29] andmemoryfault isolation[32]. Paradynincludesa binary
rewriting systemthatcantransformany program,includingtheoperatingsystemkernel,while it is running[22]. These
meta-featurescanall beimplementedusingDISE.TheDISE implementationmayrequiremoredynamicinstructions
(e.g., thesoftwareversionmayexploit staticanalysisto optimizemeta-featurecode),but wouldnotdegradeinstruction
cacheperformance,wouldnot incur thefixedoverheadof rewriting, andwouldenablefinegranularityusagepatterns.

3 DISE: Dynamic Instruction StreamEditing

In this section,we presenttheDISE mechanism,beginningwith its corefunctionality. We describethematchingand
replacementprocesses,show how they canbeimplementedwithin thestructureof a conventionaldecoder, andargue
for theinclusionof DISEdedicatedregisterstorage.Next, weaddressthesemanticsof DISEreplacementinstructions
includingprecisestateandthemechanicsof control transfersaround,out of, andwithin replacementsequences.We
closewith adiscussionof DISEasasystemutility. WediscusstheDISEprogramminginterface,thevisibility of DISE
structuresto theoperatingsystemandtheresultingportability issues,andtheimplicationsof programmabledecoding
on security.

3.1 CoreDISE Functionality: Matching and Replacement

DISE inspectsevery principal applicationinstruction(principal instruction for short)andmacro-expandsthosethat
matchspecifiedcriteria. We call expandedprincipal instructionstriggers, and the macrosthemselves replacement
sequences. This functionality is providedvia threelogical components:the patterntable (PT), the replacementta-
ble (RT), andinstantiationlogic.

Basic structur es. The pattern table (PT) is a small, fully-associative table that containstrigger specifications
againstwhich all principal instructionsarematched.EachPT entrycontainsfour fields: 1) a pattern, 2) anenabled
bit, 3) a replacementsequenceindex, and4) a replacementsequencelength. A patternspecificationmayincludeany
combinationof opcode,opcodeclass(e.g., “all stores”),input or output logical registernames,immediatefield or
any attributethereof(e.g., “a negative immediatevalue”). DISE is ableto specifytriggersof theform “loadsthatuse
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Figure1: SampleDISEproductionsfrom (a)memoryfault isolationand(b) pathprofiling.

the stack-pointeras their baseaddress”or “conditional brancheswith negative offsets.” Futuremeta-featureDISE
implementationsmayrequirepatternsthatspecifynon-instructionattributeslike thePC or thepredicteddirectionof a
branch.We havenot foundusesfor this functionalitysofar.

Thereplacementtable(RT) is a RAM which housesthereplacementsequences.To enableinterestingapplication
meta-features,replacementsequencesareparameterized. EachRT entrycontainsa replacementliteral, anda series
of instantiationdirectivesonefor eachfield of theinstruction.Thereplacementliteral is a bit stringrepresentingone
replacementinstructionin internaldecodedformat(thisdoesnotmeanthattheinternalformatof decodedinstructions
is visible to softwareaswediscussin Section3.3).Non-emptyinstantiationdirectivesinstantiatefieldsin this instruc-
tion with fields from the trigger. Instantiationdirectivesareinterpreteddifferently for differentfields. For instance,
registerfieldshave four valid directives:a literal (empty)directive,andthreedirectivesfor selectingany of thethree
registersnamedin the trigger instruction. With parameterization,(contrived) transformationslike the following are
possible:“replaceall storeswith loadsusingthesamebaseregisterandoffset” or “swapthetwo input registersof all
divideinstructions.” Althoughnon-instructionattributesarenotusefulin matching,wehavefoundusesfor themin re-
placement.Specifically, theability to encodethetrigger’s PC asa replacementinstructionimmediatehasapplications
which wediscussin Section4.2.

The instantiationlogic is a combinationalcircuit thatexecutesinstantiationdirectivesonreplacementinstructions
usingfieldsextractedfrom theprincipaltrigger.

DISE dedicatedregisters. DISE allows replacementinstructionsto accessdedicatedregisters that arenot vis-
ible to the ISA. The ability to useanexpandedregistersetis quiteuseful. It allows replacementinstructionsto use
temporaryregisterswithout saving andrestoringuserregisters.More importantly, it providespersistentregisterstor-
ageacrossindividual expansionsallowing global meta-featuresto be synthesizedfrom peephole,single-instruction
expansions,without requiring the compiler to reserve userregisters. A dedicatedregisterspacegreatly simplifies
meta-featureformulationandreducesthecostof DISEmeta-featureimplementations.

An exampleproduction. Two sampleDISE productionsareshown in Figure1. For illustrationpurposes,we use
theMIPSISA. Thefirst production(a), takenfrom amemoryfault isolationmeta-feature(Section4), augmentsevery
storewith instructionsto checkthevalidity of theaddress.A singlepatternmatchesall storesandreplacesthemwith
four instructionsequences.Thefirst copiesthestorebaseaddressinto adedicatedregister$dr1. This instructionhas
a literal opcodeandimmediate,but is parameterizedto replaceits input registerRS with the addressregisterRS of
the triggerstore. Thesecondandthird instructionsareentirely literal, shifting the addressandcomparingthe result
to anotherdedicatedregister($dr4). The final instructionis the principal store,except that the addressregister is
“renamed”to $dr1; herewe have a literal addressregister$dr1, but copy the opcode,dataregister, andaddress
offset from the original store. The secondsampleproduction(b) is usedfor pathprofiling (Section4). It specifies
replacementsand literals similarly, but the secondreplacementinstructionspecifiesan intra-replacementsequence
branch(Section3.2).

Sampleimplementation. DISEcanbeaddedin annonintrusivewayto aprocessor’sdecoder, whetherit beRISC
or CISC,single-cycleor pipelined.SinceDISEmacro-expansionis mechanicallysimilarto theinstruction-to-internal-
micro-instructiontranslationperformedby mostIA-32 processors[14, 13, 15, 10], we explain how DISE is addedto
anIA-32 decoder.

IA-32 translationhappensin oneof two ways.Simpletranslation—producingfour or fewer micro-instructions—
is donevia combinationallogic arrays(CLAs). Translationrequiringfive or moremicro-instructionsis performed
by readingandinstantiatingtemplatesfrom a micro-instructionsROM (µinst ROM). Thedecisionon whetherandat
whatoffsetsto usetheµinst ROM is basedon the IA-32 opcodeandperformedby a second,IA-32 opcode-indexed
ROM (the selector). In a single-cycle decoderimplementation,the CLAs, µinst ROM, andselectorareaccessedin
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Figure2: SampleDISE implementationwithin a two-stagedecoder.

parallel. Theselectorassertsanoverridewhenwhentheµinst ROM mustbeusedratherthantheCLAs, resultingin
a single-cyclestall. In a pipelinedimplementation(P6[14] andK7 [10] have3-stagedecoders),theselectoris placed
onestageaheadof theCLAs andµinstROM, andthestall is avoided.

TheDISEstructuresparalleltheexisting IA-32 structures.TheRT parallelstheµinst ROM in bothplacementand
structure.The only reasonwe don’t unify the two is that turning the µinst ROM into a RAM is perceivedto be too
risky. The RT andµinst ROM sharetheinstantiationlogic. The PT parallelstheselectortable,but is a fundamentally
morecomplex structure: it is contentassociative andmatchesfull instructions,not just opcodes.The PT override
signal(which indicatesRT expansion)haspriority over theselector’s µinst ROM override. Figure2 shows the three
DISEstructuresin a two-cycle IA-32 decoder.

TheRISC/CISCissuealsoarisesin thePT matchingimplementation.Onarchitectureswith regularISA encodings,
matchingmaybeperformedbymaskingandcomparingraw instructionbits. Onarchitectureswith irregularencodings,
instructionsmay needto be partially decodedand reformattedbefore PT access. It is likely that processorswith
irregularISAs alreadycontainsuchpre-decodefacilities[14].

3.2 PreciseState,Control, and DI SE-PC

Theexecutionenginedoesnot distinguishDISEreplacementinstructionsfrom their principalcounterparts.However,
replacementinstructionsaredifferentwhenit comesto sequencing.Principalinstructionsaresequencedby thefetch
enginevia controlspeculation,while replacementinstructionsaresequencedby thedecoderusingmacro-expansionof
a singlePC. Thesedistinctionscomeinto play whentheexecutionenginemustsendsequencingfeedbackto thefetch
engine.Two kindsof eventsrequireexecutionto redirectfetch: resolutionof mispredictedbranchesandrestartable
interrupts(e.g., pagefaults). Whena pagefault is triggeredby a principal instruction,the pipeline is flushed,the
fault is repairedby theOS,andfetchresumesat thefaulting PC. But wheredoesfetchresumeafter theOSrepairsa
replacementinstructionfault?And whatdoesit meanfor a replacementbranchto bemispredictedwhenit wasnever
predictedto begin with? Thesequestionspoint to theissuesof precisestateandcontrolwithin replacementsequences.
We dealwith thesehere.

DI SE-PC. DISE maintainsan additionalstateelementcalledthe DISE program counter(DISE-PC). A replace-
mentinstruction’s DISE-PC is its offset from the startof the replacementsequence.For uniformity, pipelinecontrol
associatesa DISE-PC with every instruction,not only replacementinstructions.Wherepreviously taggedby PC, in-
structionsarenow taggedby PC:DISE-PC pairs. Unexpandedinstructionshave PC:0 tags. Replacementinstructions
have PC:DISE-PC tagswherePC is thePC of theprincipaltrigger.

Precisestate within replacementsequences.Precisestatewithin replacementsequences—andhenceprecise
restartsafter replacementinstructionfaults—isimplementedvia the DISE-PC. When a replacementinstructionat
PC:DISE-PC faults,fetch is restartedat PC:DISE-PC. The fetch engineignoresthe DISE-PC annotation,fetchingthe
principal instructionat PC. The DISE decoderrecognizesthe annotationandinstantiatesthe replacementsequence
startingat DISE-PC, effectively skippingthefirst DISE-PC-1 replacementinstructions.In fact,for agivenmatchingPT

entry, the RT alwaysinstantiatesreplacementinstructionsstartingat PT.OFFSET + DISE-PC andendingat PT.OFFSET

+ PT.LENGTH.
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Principal brancheswithin replacementsequences.Control transfersusingprincipalbranchestake placeat the
principal instructionlevel, usePCs only, andareoblivious to the presenceof DISE-PCs (andDISE in general).The
target PC of a principal control transferis any PC in any form: absoluteor relative, encodedin the executableor
computedat runtime,storedin memoryor otherwise.ThetargetDISE-PC is implicitly 0. This arrangementdisallows
oneprincipal instructionfrom transferringcontrol into the middle of a replacementsequenceof a secondprincipal
instruction,but suchtransfershave no apparentpracticalusesandbreakthe notion that a replacementsequenceis
properlycontainedwithin aprincipalinstruction.

A subtleissuesurroundsprincipal branchesthat areembeddedwithin replacementsequences.The questionis:
do replacementinstructionsthatappearafter theprincipalbranchbelongto the takenpathof thebranchor thenon-
takenpath?Theansweris a counter-intuitive,“neither.” Theseinstructionsareassociatedwith thebranchitself and
they areonly executedif thebranchis correctlypredicted. If thebranchis mispredicted,thesubsequentreplacement
instructionsareflushedandnot refetchedascontrol is reroutedto the instructionthat logically follows the branch
(fall-throughor target). Althoughcounter-intuitive, thesesemanticsareconsistentwith DISE control flow. Our im-
plementationof memoryfault isolation(Figure1(a)exploits a variantof this behavior. HereDISE insertsa principal
branchto errorcodeprior to thestore.Sincethebranchis not fetched,its defaultpredictionis “not-taken.” At runtime,
if thebranchis taken,thestoreis flushedandcontrolis transferedto theerrorroutine.This is thedesiredbehavior.

Control within replacementsequencesand DISE calls. The DISE-PC enablesa powerful model for control
within replacementsequenceswhich is completelydistinctfrom principalapplicationcontrol.

DISE providesspecialinstructions—variantsof branchesandjumps—thatmodify the DISE-PC only. The DISE
decoderimplicitly assumesthat all DISE control transfers,even unconditionalones,arenot-taken. Executinga re-
placementsequence-internalcontrol transferis mechanicallyidenticalto restartingfrom a replacementsequencein-
ternalfault: theexecutionengineis flushedandfetch is restartedat PC:new-DISE-PC. DISE control transferscanbe
usedto implementconditionalsandevenloopswithin replacementsequences.Our implementationof pathprofiling
(Figure1(b)) exploitsa replacement-sequenceinternalbranch.

DISE also allows replacementsequencesto includecalls to principal applicationfunctions. Principal function
codeexecutesunawarethat it wascalledfrom within a replacementsequence,andon terminationreturnscontrol to
theproperreplacementinstruction.This featureis quiteusefulfor implementingcomplex meta-features.Ratherthan
implementa complex replacementsequence,the meta-featureis implementedvia principal applicationcodewhich
thereplacementsequencecalls. DISEcalls areimplementedusinga specialvariantof thecall instruction.TheDISE
dedicatedregistersareusedto save/restoretheISA caller-registers,freeingthemto implementthecalling convention.
DISE itself is disabledundera DISE call. This is often the desiredfunctionality, as instructionswithin the called
functionarethoughtof aspartof thereplacementsequence,not ascandidatesfor replacementthemselves.Failureto
disableDISEunderaDISEcall couldresultin bottomlessmacro-expansionrecursion.It is theequivalentof rerouting
replacementinstructionsback throughthe decoderfor further expansion. DisablingDISE undera DISE call also
preservestheDISE-PC andallowsreturnto theproperreplacementinstruction.Figure8(a)in theAppendixillustrates
this.

3.3 The DISE SystemUtility

Weclosethissectionby discussingDISE’sroleasasystemlevel utility. DISEexposesnon-ISAmachinefeatures(e.g.,
DISE specificinstructions,registers,andmicroarchitecturalpipelineregistervalues)andallows codethat accesses
thesefeaturesto bedynamicallyaddedto user-level applications.This apparentbreachof theISA abstractionopens
thedoorfor bothincompatibilityproblemsandsecurityviolations.We dealwith theseissueshere.

Security and accessto DISE structur es.DISE doesnot endangerprocessorinternalstate.Replacementinstruc-
tionsexecutevia theprocessor’sdatapathsandcannotcreateinconsistenciesin its controllogic. In addition,theonly
microarchitecturalstructuresaccessibleto DISEareeitherDISEspecific(e.g., theDISEregisters)or canonly beread
(e.g., pipelineregistervalues).

The more materialsecurityrisk presentedby DISE is the potential for oneprocess,via DISE productions,to
examineandpossiblyinterferewith thestateof a secondprocess,perhapseventheOSkernel. Our generalstrategy
for dealingwith securityissuesis to restrictdirectDISE accessto privilegedcode(i.e., the OSkernelitself). Since
mostapplicationmeta-featureshavea systemutility flavor, this restrictedaccessis appropriate.If user-level accessto
DISE is neededin thefuture,theOScouldexport a DISE API. Within theimplementationof this API, theOScould
checkreplacementsequencesandrejectthosewhich it deemsunsafe.As a further securitymeasure,by controlling

6



thecontentsof theDISEstructuresacrosscontext-switches,theOScan“sand-box”anapplicationsothatit only adds
meta-featuresto its own code.

TheOSaccessesDISEstructuresin two ways.Thedataelements—theDISEregistersandDISE-PC—areaccessed
via existing datapaths.Accessis specifiedby DISE replacementinstructions,and can be extendedto the OS via
privilegedISA versionsof thesame.For portability reasons,the PT andRT areaccessedindirectly via a microcoded
controller (moreon this shortly). OS accessis usedto both implementmeta-featuresandto preserve user-defined
meta-featurestate—shouldsuchbeimplemented—acrossprocessswitches.

Portability and DISE programming. While the DISE registerscontainplain data(i.e., 32 or 64 bit values),
the PT andRT containinformationthat is far moreimplementationdependent:instructionpatternspecificationsand
replacementinstructionsin internaldecodedform. For portability, accessto the PT andRT is providedvia a logical
interfacethat is implementedby a microcodedcontroller. The controller interfaceallows PT and RT entriesto be
written, read,disabled,anddeleted;andit exportsthe numberof entriesavailablein eachstructure.The controller
interfacemaybeinstructionbasedor memorymapped.

Theinterface/controllercombinationallows DISE meta-featureprogrammersto specifypatterns,replacementin-
structions,andinstantiationdirectivesin alogicalway, withoutknowing theinternalpatternrepresentationsordecoded
instructionformats.Thecontrollertranslateslogical productionsto physicalPT/RT bits andvice versa.This arrange-
menteffectively makesDISEmeta-featuresportable,perhapsevenacrossarchitectures.

4 DISE Meta-Feature Implementation Examples

DISE enablesthe implementationof a largeclassof meta-features.In this section,we presentthreewell-known and
well-studiedmeta-features—memoryfault isolation,pathprofiling, anddynamiccodedecompression—anddescribe
DISE implementationsof each. Although noneof thesemeta-featuresare new, their implementationvia a single
hardwarefacility is. We concludewith a sketchof severalothermeta-featuresamenableto DISE implementation.

4.1 Memory Fault Isolation

Memoryfault isolationpreventsmultipleapplicationsfrom interferingwith eachotherthroughmemory. Conventional
virtual memoryhardwareprovidesthis featurefor applicationsrunningin differentaddressspaces,but somedomains
(e.g., extensibletypesystems,extensibleoperatingsystems,andextensibleapplications)will not abidethehigh cost
of multi-address-spaceinter-processcommunication.Software-basedfault isolationallowsmultiplesoftwaremodules
to safely sharea singleaddressspace[32], allowing low-cost, inter-modulecommunication.To guaranteesafety,
modulesmonitortheir own memoryaccessesin orderto isolatethemselvesfrom oneanother.

Software-basedfault isolationis motivated,described,andevaluatedby Wahbeet al. [32]. We sketchthe basic
approachhere. Eachpotentiallyunsafeinstruction(i.e., load, store,or branch)mustbe precededby instructionsto
testthat the moduleis permittedto load from, storeto, or branchto the specifiedaddress.This codeis insertedor
verifiedby atrustedtool beforeexecution.A checksimplyexamineshigh-orderaddressbits,whichnamethesegment
containingtheaddress(analogousto avirtual memorypage).Eachmoduleis permittedto accessdatain asingledata
segmentandbranchto codein asinglecodesegment.A sampleinstructionsequenceperformingsoftware-basedfault
isolationfor a storeappearsin Figure3.

TheDISE equivalentof software-basedfault isolationis straightforward. A productionis requiredfor eachclass
of unsafeinstruction(loads,stores,andbranches).The replacementsequenceslook muchlike thecodein Figure3.
For example,Figure1(a)showstheDISEproductionfor storeinstructions.Notethatthereplacementinstructionsuse
a numberof DISE registersratherthanarchitectedregisters,so theDISE implementationdoesnot useregistersthat
theprincipalcomputationwoulduseotherwise.Software-basedfault isolation,on theotherhand,requiresasmany as
fivededicatedregisters[32].

4.2 Path Profiling

Pathprofiling dynamicallyrecordsthenumberof timeseachacyclic pathin a programis traversed.Pathprofilesare
usedto identify andoptimizethemostfrequentlyexecutedpaths[3] andto evaluatetestcoverage[25, 26].

Therearemany approachesto computingor approximatingpathprofiles. Thesimplestapproachassociatesa tag
combininga PCandthedynamicbranchhistoryleadingto it with eachpath.At theendof thepath(i.e., at a function
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addi $data-addr-reg,$sp,0 # data-addr-reg gets address
srl $scratch,$data-addr-reg,25 # extract segment identifier
bne $scratch,$segment-reg, err # trap if bad segment identifier
sw $r1,0($data-addr-reg) # do store using data-addr-reg

Figure3: Software-basedfault isolationfor theinstruction“sw $r1,0($sp).”

sll $shift-reg, $shift-reg, 1 # make space for new branch
bne $r2,$r3,target # original conditional branch
ori $shift-reg, $shift-reg, 1 # indicate branch not taken

Figure4: Pathprofiling codefor conditionalbranch“bne $r2,$r3,target.”

returnor a loop back-edge),a counterassociatedwith this tagis incremented.A post-executionpassreconstructsthe
pathsfrom thetags.A simpleformulationof this algorithmusesbotha lossy(non-chaining)hashtable,anda lossy
(fixed-size)branchhistory. Informationlossdueto thesesimplificationsis often minor andbenign,becauseprofile
consumersusuallydonot requirecompleteinformation.If necessary, greateraccuracy maybeachievedathighercost
(e.g., longerbranchhistory, largeror chainedhashtable).

A software-only implementationof the above formulation is realizedas follows. Dynamic branchhistory is
recordedvia bit tracing in a shift register[6]. The outcomesof conditionalbranchesarepushedonto this register.
The shift registeris saved andrestored(usinga stack)acrossprocedurecalls. At procedurereturnsandloop back-
edges,we constructa tagfrom thecurrentPCandtheshift registeranduseit to index thepath-frequencyhashtable.
If we find this tagin thetable,we incrementits associatedcounter. Otherwise,we overwritethetableentrywith the
currenttag andresetthe counter. A software-onlyimplementationof conditionalbranchshift registermanipulation
appearsin Figure4.1 Beforethebranch,a zerois shiftedinto thebranchhistory in $shift-reg, andif thebranch
is not taken,thezerois replacedby a one.Thusa zeroindicatesthebranchis taken,anda oneindicatesthatit is not
taken.

We cannotsimply form a replacementsequenceof theinstructionsin Figure4 for a DISE implementation.If we
did, theinstructionfollowing thebranchwould alwaysbeexecutedif thebranchwascorrectlypredicted,independent
of whetherthebranchwasactuallytakenor not (detailsof thisbehavior arein Section3). As aresult,ourDISEimple-
mentationintroducesanintra-replacement-sequencebranchasillustratedin Figure1(b). Thefirst threeinstructionsof
thesequencecorrectlyupdatetheshift register, while thefinal instructionactuallytransferscontrol.TheDISEsolution
suffersfrom a longerinstructionsequence(i.e., four versusthreeinstructions),whichwe evaluatein Section5.3.

Like memoryfault isolation,the DISE implementationbenefitsfrom theextra registersavailableto replacement
sequenceinstructions.Path profiling requiresat leasttwo dedicatedregisters—theshift registeranda shift register
stackpointer—whichasoftware-onlyimplementationmuststealfrom usercode.In addition,someof thepathprofiling
instructionsequences(seeAppendix)arequite long, increasingcodesize. Theuseof procedurecallsalleviatesthis
problem,but the call itself addsdynamicinstructionoverhead.A DISE implementationinlines lengthysequences
with neitherinstructionfootprint impactnor call overhead.DISE alsohasthebenefitthatsampledprofiling maybe
trivially achievedby simply enablinganddisablingtheDISE facility. On theotherhand,software-onlypathprofiling
usingglobalcontrol-flow analysisto implementcounter-basedratherthatshift-register-basedencodingscanbemore
efficient [5]. A DISE implementationof this moresophisticatedalgorithmis impossible.However, DISEcanbeused
in concertwith statictransformation,which we illustratein thediscussionof dynamiccodedecompression.

4.3 Dynamic CodeDecompression

Codesizeis an importantconcernin embeddedandmobilesystemswherestrict costconstraintsdictatesmallmem-
oriesandcaches.Staticcodecompressioncoupledwith a dynamicmechanismfor decompressionaddressthis prob-
lem. Dynamicdecompressionsystemscomein two varieties. Decompressorsthat sit on the instructioncachemiss
path[17, 33] enablecompressedmemoryimages.Thosethatdecompressthefetchedinstructionstream[21] alsoen-
ablea compressedinstructioncachefootprint. Evenhigh-performanceprocessorsmaybenefitfrom thesecondform

1Thepath-frequency hashtableupdatecodeappearsin theAppendix.
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of decompression,asreducedcachefootprintsmayenabletheconstructionof smallercachesthatcanbeaccessedin
fewerpipelinestages.

DISE implementspost-fetchdecompressionby transformingfetchedinstructionsinto longer sequencesof in-
structions,without instructionsetredesignandwithout decompression-specifichardware. Counterintuitively, DISE
potentiallyallows moresophisticatedcompressionthanthat supportedby dedicateddecompressors.DISE’s macro-
expansionmechanismallows parameterizeddecompression(i.e., a single decompressedcodetemplatemay yield
decompressedsequenceswith differentregisternameswheninstantiatedwith differentarguments).DISEalsoallows
compressionto becustomizedto aparticularapplication,or evenapplicationkernel,by simplereloadingof thePT and
RT.

DISEcompression/decompressionconsistsof threesteps:(i) computingasetof compressionproductions,(ii) trans-
forming theexecutablesothatcompressiblesequencesarereplacedby their triggers,and(iii) loadingtheproductions
into thePT andRT. We explain thelaststepfirst.

OurDISEdecompressionimplementationusesreserved(i.e., unused)opcodesto indicatecompressedinstructions
(active opcodescannotbeusedasthey areneededfor uncompressedinstructions).Eachproductionallows threereg-
ister parameters.The remaining11 bit immediatefield (6 bits aretaken by the opcode,and5 eachby the register
parameters)couldbeusedto “match” up to 2048decompressionsequences.However, sucha formulationis impracti-
cal sincethePT is a multi-portedfully associative tablethatcannotpracticallyhavemorethan64 (or maybeeven32)
entries.Decompressionexploits analternative PT usagemodelin which the11 bit immediatefield is interpretedasa
concatenationof RT offsetandlength,ratherthanasamatchinput. This“trick” allowsusto implementdecompression
usinga singlePT entry. We divide the11 bit immediatefield into an8-bit offsetanda 3-bit length,allowing usto use
up to 256decompressionproductionsof up to 7 instructionseach.

Our compressionmethodologyconstructsa setof productionscustomizedfor eachapplication.First,we perform
staticanalysison theprogramto identify all possibleinstructionsequencesof length2-7. Sequencesdo not straddle
basicblocksanddo not containsystemcalls. Next, we combinecongruentinstructionsequencesinto a singlecan-
didatereplacementsequence. Congruentsequencesareidenticalexceptin threeor fewer of their registeroperands.
The identicalregisternamesarehard-codedinto thecandidatereplacementsequence,andthe differing registersare
parameterizedandwill bedynamicallyinstantiatedby DISE.

Finally, wesortthecandidatereplacementsequencesbasedoncumulativecompressionbenefit.Thesequencethat
resultsin thesinglelargestbenefitis first. Thenext sequenceis theonethataddsthe largestadditionalbenefitto its
predecessors.This greedyprocesscontinuesuntil all candidatereplacementsequenceshave beenconsidered.The
compressionfactorusedto computethe benefitof eachsequencecanbe static (i.e., proportionalto the numberof
timesthe sequenceappearsin the static image)or dynamic(i.e., proportionalto the numberof timesa sequenceis
estimatedto appearin thedynamicinstructionstream),allowing us to targeteitherstaticcodesizeor reducedfetch.
Thereplacementsequencesweactuallyusefor compressionarea prefixof thesortedlist of candidates.

Givenasetof productions,compressingtheprogramis straightforward.

4.4 Other Meta-Feature Implementations

Softwarefine-grain distrib uted sharedmemory. Sharedmemorysystemsprovidetheabstractionof asingleshared
addressspaceamongprocessorswith physicallydistributedmemory. Althoughsoftwaredistributedsharedmemory
canleveragethe virtual memoryhardware,this approachis limited becausethe granularityof sharingis tied to the
sizeof the virtual memorypage. To achieve fine-grainsharing,an applicationmonitorseachmemoryoperationto
determinewhetherit refersto privateor shareddataandwhethershareddatais presentor not (as in Shasta[29]).
DISEproductionsfor thesechecksaresimilar to thoseusedfor memoryfault isolation.ThusaDISE-capablemachine
canbeconfiguredto havetheappearanceof hardware-supporteddistributedsharedmemorywithoutcustomhardware.

Debuggingand codeassertions.Debuggingis acentralpartof thecodedevelopmentprocessandcodeassertions
are an invaluablepart of debugging. Modern processorstypically supportlimited hardwarememorywatchpoints
allowing writes to a few memorylocationsto be monitoredwithout undueoverheador changesto the debugged
program. However, morecomplex assertionsthat involve the evaluationof arbitrarycriteria aremorecumbersome.
Insertingtheseinsertionsinto a programbinary is impracticalbecausethey are very frequentlychangedduring a
singledebuggingsession,sodebuggerstypically implementcomplex assertionsby steppingthroughtheprogramone
instructionat a time andexecutingtheassertionfrom thedebuggeritself. This processis extremelyslow becausethe
debuggeris usuallyrunningin anotherprocess;even if it is not, instructionserializationneutralizesthe parallelism
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andpipeliningcapabilitiesof the underlyingprocessor. DISE canbe usedto implementdebuggingassertionsmore
efficiently. Assertionscanbeinlinedinto theprogramatarbitrarygranularitiesandtheirexecutioninterleavedwith the
originalcodewithoutany serialization.Assertionscanbeaddedandremovedquickly andevenconditionallyactivated
anddeactivatedautomatically(e.g., oncean assertionfires, it is replacedby a secondassertion).Inactive assertions
havenoruntimeoverhead.

5 PerformanceEvaluation

We experimentallyevaluatetheperformanceof DISE-implementedmeta-features.Thenext subsectiondescribesour
experimentalapparatus.Theremainingsubsectionsevaluatethethreemeta-featuresfrom theprevioussection.

5.1 Apparatus

We have modifiedthe Simplescalar3.0 timing simulator[7] to supportDISE. Our baselineconfigurationmodelsa
4-waysuperscalarprocessorwith aneightstagepipelineandamaximumof 128instructionsor 64memoryoperations
in flight. We modela 1K-entryhybrid branchpredictorwith 2K-entryBTB. Our memorysystemconsistsof 32KB,
32 byte, 2-way setassociative, 1-cycle-accessinstructionanddatacaches,ideal 1-cycle accessTLBs, andan ideal,
12-cycle-access,unifiedL2 cache.

Our tenbenchmarkscomefrom thetheSPECCPU2000integerbenchmarksuite(eonandcraftyareincompatible
with thePISA port of the gcccompiler). Thebenchmarksarecompiledwith gccversion2.6.3at optimizationlevel
-O3 andrun to completionon theSPEC“test” inputs.We producesoftware-onlymeta-featureimplementationsvia a
scriptthatperformssimpletextual transformationson thegcc-generatedassemblycodefiles. In orderto avoid register
re-allocationaspartof thisprocess,wemodify gccto useasubsetof theavailableregisters,sothattheremaindermay
be usedby the memoryfault isolationor profiling code.2 Note that this artificially reducesthe numberof registers
availableto theoriginal programwhenit is possiblefor theprincipalandmeta-featureinstructionsto shareregisters.
Thepotentialoverlapis small(i.e., atmostoneregister)for themeta-featuresweexamine.

Thefocusof this paperis to presentDISE asa technique.More applicationsneedto bestudiedbeforetheDISE
interfacecanbe firmly defined. Here,we modela 32-entryPT, a 512-entryRT, and16 dedicatedDISE registers.
Memory fault isolation and path profiling require(at most) four PT entries,twenty RT entries,and six dedicated
registers. Dynamiccodedecompressionrequires1 PT entry andusesasmany RT entriesasareavailable. In our
decompressionexperiments,weuse128replacementsequences.

5.2 Memory Fault Isolation

The graphsin Figure5 comparethe performanceof DISE andsoftware-onlyimplementationsof memoryfault iso-
lation. Thereis a bargroupfor eachbenchmarkanda bar for eachof severaldifferentmachineconfigurations(e.g.,
varyinginstructioncachesizein theleft graphandvaryingprocessorwidth in theright graph).Our baselinemachine
is a4-waysuperscalarwith a32KB instructioncache—thesecondbarin eachgroupin eachgraphcorrespondsto this
configuration.

Thebarsrepresentexecutiontime normalizedto thatof themeta-feature-freebaseline.Eachbar is actuallythree
overlaidbarscorrespondingto theexecutiontimesof thebaseline(darkgray;always1 sinceit is normalizedto itself),
DISE-implementedmemoryfault isolation(gray), andthe software-onlyimplementation(light gray). The barsare
“depth-sorted,” allowing all threeto beshown. If thelight grayportionis on topof thestackof bars,thesoftware-only
implementationhasthelongestexecutiontime. If thegrayportionis ontop, thentheDISEimplementationis slowest.
DISEoutperformsthesoftware-onlyimplementationof memoryfault isolationin all benchmarks/configurations.

The runtimecostof a meta-featureimplementationshastwo components.Dynamicoverheadincreasesthe dy-
namicinstructioncount,reducingeffectivepipelinebandwidth.Staticoverheadincreasesthestaticinstructionwork-
ing set,reducingtheeffective capacitiesof thestaticinstruction-basedstructuressuchasthe instructioncache,TLB,
andbranchpredictor. Meta-featuresimplementedentirely in softwaresuffer from bothstaticanddynamicoverhead.
DISE doesnot perturbthe instructionworking set,thusits meta-featureimplementationssuffer only from dynamic
overhead.Thetwo graphsattemptto isolateeachof theseformsof overhead.

2A temporarylimitation of our approachto realizingsoftware-onlymeta-featureimplementationshaspreventedus from transforminggcc for
pathprofiling, sonosoftware-onlypathprofiling gccdatais presentedin this draft.
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Figure5: Performanceof memoryfault isolation.

Static overhead. Figure5(a) shows the impactof staticoverhead,dueprimarily to degradedinstructioncache
performance. The performanceoverheaddue to extra missesis greatestfor benchmarkswith high a priori miss
rates. For 32KB caches,this includesgcc, perlbmk, gap, andvortex. At smallercachesizes(8KB), missratesand
staticoverheadaresignificantfor all but threeof thebenchmarks(gzip, mcf, andbzip2). As cachesizeincreases,the
staticoverheadof thesoftwareimplementationdecreasesandthedynamicoverheadremainsconstant.As a resultthe
relativetotaloverheaddecreases.TheDISEimplementationdoesnothaveany staticoverhead,sotherelativedynamic
overheadgrowsasthebaselineperformanceimproveswith thegrowing cachesize.

Intuitively, theperformanceadvantageof DISE decreasesascachesizeincreases.As cachesizegrows, thestatic
costof theadditionalmeta-featureinstructionsdecreases.With aperfectcache,only thedynamiccostremainsandthe
software-onlyapproachandDISE becomeequal(from a runtimecoststandpointonly; DISE still maintainsits other
advantages).Thesetrendsfavor DISE,because(1) cachesarenotgettingsignificantlylarger, ratherthey areeffectively
shrinkingasprogramsandtheir instructionworking setsgrow, and(2) cachesizeis limited by accesslatency.

Dynamic overhead.Figure5(b)showstheimpactof dynamicoverhead.Wefix theinstructioncachesizeat32KB
andvary processorwidth from 2 to 16. As processorwidth increases,thedynamic(i.e., bandwidth)overheadof both
meta-featureimplementationsdecreases.At highwidths,datadependenceslimit parallelismwithin afixedreordering
window. If thewidth is increasedbeyondtheability of theprincipalapplicationto utilize it, additionalmeta-feature
instructionscanexploit theseidle functionalresourcesatnoperceivedcost.Thedispatchbandwidthusedby additional
meta-featureinstructionsis alsocheaperat high processorwidths. Decodingbandwidthutilization decreasesasthe
frontendisunabletosustainhighfetchratesdueto branchmispredictionsandbranchpredictionbandwidthlimitations.
Not subjectto fetchlimitations,meta-featureinstructionscaneasilyutilize this unuseddecodingbandwidth.

As increasedprocessorwidth drivesdown thedynamiccostof meta-featureinstructions,thestaticcostis all that
remains.In fact, this staticcostbecomesrelatively higher. As theabsolutecostof theprincipalapplicationshrinks,
the relative costof eachinstructioncachemissgrows. The vortex benchmarkin Figure5(b) underscoresthis point.
This trendalsobodeswell for DISE: its advantagesover software-onlyimplementationswill increaseasprocessor
performancegrows.

5.3 Path Profiling

In the previous section,we isolatedDISE’s advantagesover software-only implementationsin termsof dynamic
andstaticoverhead,by varying instructioncachesizeandprocessorwidth, respectively. Here,we measureDISE’s
advantagesalonganotherdimension—fine-grainmeta-featuretoggling. Typically, profiling informationneednot be
collectedoveracompleterunof aprogram;smallsamplessuffice. In fact,thisprofiling modelis requiredby dynamic
optimizing compilers[4, 11] which profile a runningprogramfor a short period,optimize basedon that profiling
information,andreaptheperformancebenefitsfor theremainderof execution.Figure6 comparestheperformanceof
software-onlyandDISE implementationsof pathprofiling for meta-featuresamplinggranularitiesof 100%(i.e., path
profiling is alwaysenabled),50%,and10%.

With continuousprofiling (the100%bar), the software-onlyimplementationoutperformsDISE for a numberof
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Figure6: Performanceof pathprofiling.

benchmarks(gzip, vpr, mcf, parser, andbzip2). DISE hasa higherdynamicoverhead,becauseits codefor pushing
eachbranchoutcomeonto the shift registerhasonemore instructionthan the correspondingsoftware-onlyimple-
mentation.Benchmarkswith small instructionworking setshave nearlyperfectinstructioncachehit rates,evenwith
the additionalmeta-featureinstructions,andthereforehave almostzerostaticoverhead.The differencein dynamic
overheadgivesthesoftware-onlyimplementationanadvantagefor theseapplications.For theremainingbenchmarks,
thestaticoverheadreductionof DISEcompensatesfor its higherdynamicoverhead.

While DISE is competitive in raw performance,it hasan importantdynamicadvantage.DISE allows profiling
overheadto decreasewith thesamplingrate—ata 10%rate,overheadis 2-3%. Software-onlypathprofiling, on the
otherhand,cannotbeenabledanddisabledquickly, so its overheadis constant.Of course,not all meta-featurescan
exploit sampling,but many, suchasprofiling anddebuggingsupport,canbenefitfrom it.

5.4 Dynamic CodeDecompression

Unlikememoryfault isolationandpathprofiling, dynamiccodedecompressiondoesnot addfunctionalityto a princi-
pal application.As thereis no software-onlycounterpartto dynamiccodecompression/decompression,thegraphsin
Figure7 characterizeits DISEperformancein isolation.

As describedin Section4.3,DISE compressionmaybetunedto optimizeeitherstaticcodesizeor dynamicfetch
count. Figure7(a)shows thereductionin staticcodesizefor both targets,representedby two overlaid,depth-sorted
bars. Figure7(b) shows reductionsin the numberof instructionsfetched.Not surprisingly, optimizingcompression
for codesizeyields bettercodecompression(someapplicationsarecompressedto 75% their original size),while
fetch-count-drivencompressionyields lower dynamicfetchcounts.Compressionyieldsperformanceimprovements
of 4-25%whenoptimizedfor fetchcountreduction(seethefirst barof eachgroupin Figure7(c)) and1-13%when
optimizedfor staticcodesize.DISE’sprogrammabilityallowseithergoalto besatisfiedon thesamedevice.

Compressionenabledhardware simplifications. Compression/decompressionmaybeusedto improve perfor-
mance.However, it may alsobe usedto achieve constantor nearconstantperformanceat reducedimplementation
cost.Figure7(c)showshow theperformanceof fetch-count-optimizedDISE compressioncanbetradedfor a smaller
instructioncache,narrowerfetchwidth,or both.Thebarsshow executiontimenormalizedto ourbaseconfiguration:a
32KB 2-waysetassociativecache,4-widefetch,andnocompression.Thegrayportionof eachbarshowsperformance
of uncompressedcode.Thelight grayportionshows theperformanceof DISEcompression/decompression.

From left to right, the barsin eachbenchmarkgroupshow our baseconfiguration,a 16KB cacheconfiguration,
a 2-wide fetch configuration,anda configurationwith both reducedfetch bandwidthanda smallercache.All bars
within a grouparenormalizedto thesamevalue(uncompressedexecutiontime on thebaseconfiguration),sowe can
assessthe relative impactof the simplified configurations.Reducingthe cacheto 16KB (secondbar in eachgroup)
significantlyraisesexecutiontimeswithout compression(darkbars)for thebenchmarksmostsensitive to cachesize
(gcc, perlbmk, gap, vortex, andtwolf). With compression(light bar),thesmallercachedoesnot significantlydegrade
performancefor any of the benchmarks.Whenthe fetch bandwidthis reducedfrom four to two wide (third bar in
eachgroup), the uncompressedexecutiontime increasesdramaticallyfor all benchmarks,becausethe fetch unit is
unableto keepthefour-widemachinefed with instructions.Compressedexecutiontime is muchlesssensitive to this
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Figure7: Codecompression/decompressionstatistics.

reduction,becausethedecoderis injectinginstructionsinto theinstructionstream.Thefinal barshowsexecutiontimes
for a machinewith botha smallercacheandreducedfetchbandwidth.Thecompressedcodeon thesmallermachine
configurationshasperformancecompetitive with (often better than) the uncompressedcodeon the basemachine
configuration.Compressionenablesreducedhardwareimplementationwithout significantperformanceloss.

Note,our reducedcacheresultsdo not accountfor thepossibility thata smallercachecouldbeaccessedin fewer
cycles.DISEperformancewould improvefurtherif thatwerethecase.

6 Conclusion

Dynamicinstructionstreamediting(DISE) is a cooperativesoftware-hardwaremechanismthatefficiently addsmeta-
featuresto applicationsvia programmabledecoding.DISEis asingle,generalfacility capableof realizingalargeclass
of meta-features,threeof which (memoryfault isolation,pathprofiling, anddynamiccodedecompression)we have
implementedandevaluatedwith our DISE simulator. Furthermore,addingmeta-featuresto applicationsvia DISE
makesefficient useof resources,hasno costassociatedwith transformingthe binary, andis highly dynamicin that
translationbehavior canchangeduringapplicationexecution.Theimplementationof theDISE facility itself requires
only modest,isolatedchangesto theprocessordecoder.

Our experimentsshow thatDISE oftenhassignificantlybetterperformancethansoftware-onlyimplementations
of meta-featuresandthat architecturaltrendssuggestthat the valueof DISE will only increasewith time. We also
demonstrateeffectivecodecompressionwith DISE.

We find thatDISE is a promisingfacility with many potentialapplications.We intendto studytheDISE imple-
mentationof othermeta-featuresto refineourdesignandfurtherquantifyits benefitsandlimitations.
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A Additional Path Profiling Code

Thecodesequencesin Figure8 areinlined into theprogrambinarywhenpathprofiling is implementedin software,
andthey aredefinedasreplacementsequencesfor a DISE implementation.In thelattercase,thedirectivesof all but
thelast instructionof (b) and(c) areliteral (thejump targetsaretakenfrom thetriggerinstruction).Theinitialization
instructionsin (a) allocatethepathfrequency hashtableandtheshift registerstackandinitialize thehashtableand
dedicatedregisterstate($hbase and$dsp). The operatingsystemexecutesa single trigger for this sequenceon
behalfof the application.The instructionsfor functioncalls in (b) simply pushthe shift registeronto the pathstack
andthenclearit. Thesequencefor functionreturnsin (c) recordsin thehashtablethepathleadingto thereturn.Lines
1–6hashtheprogramcounterandshift register($dsr) to index into thehashtable(ataddress$hbase). Lines7 and
8 readthetagandits counterfrom theindexedentryin thehashtable.Lines9–11incrementthecounteror resetit if
thetagsdonotmatch.Lines12and13storethetagandcounterbackto thetable.Lines14and15restoretheprevious
shift registerfrom thepathstack.And thefinal line actuallyperformsthefunctionreturn. A similar sequence—less
thepathstackmanipulation—isusedfor loopbackedges.

1 li $a0,#HT_SIZE
2 djal malloc # allocate hash table
3 addi $hbase, $v0, 0 # place base addr in dedicated register
4 addi $a0, $v0, 0
5 djal init_hashtab # initialize hash table
6 li $a0,#STACK_SIZE
7 djal malloc # allocate shift-reg stack
8 addi $dsp, $v0, #STACK_SIZE # place top-of-stack addr in dedicated reg

(a)

1 sw $dsr, 0($dsp)
2 subi $dsp, $dsp, #4 # push shift register onto path stack
3 sub $dsr, $dsr, $dsr # clear shift register
4 jal target # call original target

(b)

1 lui $tag, $pc # hi(tag) = PC
2 andi $dsr, $dsr, 0xffff
3 or $tag, $tag, $dsr # low(tag) = path
4 sll $hidx, $tag, #HT_SHIFT # compute index into table
5 andi $hidx, $hidx, #HT_MASK # compute index into table
6 add $hidx, $hidx, $hbase # compute entry addr in table
7 lw $htag, 0($hidx) # load tag
8 lw $hcnt, 4($hidx) # load counter
9 dbeq $htag, $tag # compare tag == generated tag?

10 li $hcnt, 0 # no, clear counter
11 addi $hcnt, $hcnt, 1 # inc counter
12 sw $hcnt, 4($hidx) # store counter
13 sw $tag, 0($hidx) # store tag
14 addi $dsp, $dsp, 4 # update path stack
15 lw $dsr, 0($dsp) # pop previous shift reg
16 j $ra

(c)

Figure8: Pathprofiling codefor (a) initialization,(b) functioncalls,and(c) functionreturns.
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